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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an access device capable of preventing 
information for accessing a secret data storage area from being leaked. 

SOLUTION: An access device transmits disturbed access information generated by 
disturbing access information indicating the secret data storage area to a recording 
medium to certificate the validity of the recording medium by a challenge response 
type certification protocol. The recording medium certifies the validity of the access 
device. When the validity of both the recording medium and access device is certified, 
the recording medium separates the access information from the transmitted 
disturbed access information and the access device reads out digital information from 
an area indicated by the separated access information or writes the digital information 
in the area indicated by the access information. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is the authentication communication system which consists of a record 
medium which has the field which memorizes digital information, and access 
equipment which writes digital information in digital information read-out or said field 
from said field. By transmitting the disturbance-ized access information which 
disturbed and generated the access information which shows said field from said 



access equipment to said record medium The 1st authentication phase when said 
access equipment attests justification of said record medium by the Challenge 
Handshake Authentication Protocol of a challenge response mold. When both the 2nd 
authentication phase when said record medium attests justification of said access 
equipment, and said record medium and said access equipment are attested with 
having justification, said record medium Access information is extracted from the 
transmitted disturbance-ized access information. Said access equipment 
Authentication communication system characterized by including the transfer phase 
which writes digital information in the field which reads digital information from the 
field shown by said extracted access information, or is shown by said access 
information. 

[Claim 2] In said 1st authentication phase said access equipment The access 
information acquisition section which acquires the access information which shows 
said field, and the random-number acquisition section which acquires a random 
number. The generation section which compounds said acquired access information 
and the acquired random number, and generates random-number-ized access 
information, The cryptopart which gives cryptographic algorithm to the generated 
random-number-ized access information, and generates disturbance-ized access 
information is included. Said record medium Said access equipment is authentication 
communication system according to claim 1 characterized by including the 
authentication section which attests justification of said record medium using said 
generated response value including the response value generation section which 
generates a response value from the generated disturbance-ized access information. 
[Claim 3] It is the authentication communication system according to claim 2 
characterized by including the decode section which gives a decode algorithm to the 
disturbance-ized access information by which said record medium was generated in 
said transfer phase, and generates random-number-ized access information, and the 
separation section which separates access information from the transmitted random- 
number-ized access information. 

[Claim 4] Said random-number acquisition section is authentication communication 
system according to claim 3 characterized by acquiring a random number including 
the random-number kind storage section said access equipment has remembered the 
random-number kind to be further in said 1st authentication phase by reading a 
random-number kind from the random-number kind storage section. 

[Claim 5] It is the authentication communication system according to claim 4 
characterized by for said access equipment using said disturbance-ized access 
information as a random-number kind further in said 1st authentication phase, and 
overwriting said random-number kind storage section. 

[Claim 6] the authentication communication system according to claim 3 
characterized by for said random-number acquisition section to acquire a random 
number in said 1st authentication phase including the random-number kind storage 




section said access equipment has remembered the random-number kind to be 
further by generating a random number based on the random-number kind which 
carried out reading appearance of the random-number kind, and carried out reading 
appearance from the random-number kind storage section. 

[Claim 7] It is the authentication communication system according to claim 6 
characterized by overwriting said random-number kind storage section by using as a 
random-number kind said random number with which said access equipment was 
further generated in said 1st authentication phase. 

[Claim 8] In said transfer phase, the record medium which is recording digital 
information on said field Digital information is read from said field shown by said 
access information. Said access equipment which reads digital information from said 
field including the cryptopart which gives cryptographic algorithm to the read digital 
information and generates encryption digital information Said decode algorithm is 
authentication communication system according to claim 3 characterized by decoding 
the cipher generated by said cryptographic algorithm including the decode section 
which gives a decode algorithm to the generated encryption digital information, and 
generates DESHITARU information. 

[Claim 9] In said transfer phase, said access equipment which writes digital 
information in said field The digital information acquisition section which acquires 
digital information, and the cryptopart which gives cryptographic algorithm to the 
acquired digital information and generates encryption DESHITARU information are 
included. Said record medium Give a decode algorithm to said generated encryption 
digital information, and digital information is generated. Said decode algorithm is 
authentication communication system according to claim 3 characterized by decoding 
the cipher generated by said cryptographic algorithm including the decode section 
which writes digital information in said field shown by said access information. 

[Claim 10] In said transfer phase, said access equipment which writes digital 
information in said field The digital information acquisition section which acquires 
digital information, and the contents key acquisition section which acquires a 
contents key. The 1st cryptopart which gives the 1st cryptographic algorithm to the 
acquired contents key, and generates an encryption contents key. The 2nd encryption 
section which gives the 2nd cryptographic algorithm to said generated encryption 
contents key, and generates a duplex encryption contents key. The 3rd cryptopart 
which gives the 2nd cryptographic algorithm to said acquired digital information using 
said oontents key, and generates encryption DESHITARU information is included. Said 
record medium Give the 1st decode algorithm to said generated duplex encryption 
contents key, and an encryption contents key is generated. Said record medium is 
authentication communication system according to claim 3 characterized by including 
the field which memorizes said generated encryption digital information further 
including the decode section which writes an encryption contents key in said field 
shown by said access information. 




[Claim 11] It is the authentication correspondence procedure used in digital 
information from the record medium which has the field which memorizes digital 
information, and said field with the authentication communication system which 
consists of access equipment which writes digital information in read-out or said field. 
By transmitting the disturbance-ized access information which disturbed and 
generated the access information which shows said field from said access equipment 
to said record medium The 1 st authentication step with which said access equipment 
attests justification of said record medium by the Challenge Handshake 
Authentication Protocol of a challenge response mold, When both the 2nd 
authentication step with which said record medium attests Justification of said access 
equipment, and said record medium and said access equipment are attested with 
having Justification, said record medium Access information is extracted from the 
transmitted disturbance-ized access information. Said access equipment The 
authentication correspondence procedure characterized by including the transfer step 
which writes digital information in the field which reads digital information from the 
field shown by said extracted access information, or is shown by said access 
information. 

[Claim 12] Said field to the record medium which has the field which memorizes digital 
information, and digital information are constituted from access equipment which 
writes digital information in read-out or said field. After attesting Justification of each 
device between said record media and said access equipment It is the record medium 
which is recording the authentication communications program used with the 
authentication communication system which transmits digital information and in which 
computer reading is possible. Said authentication communications program By 
transmitting the disturbance-ized access information which disturbed and generated 
the access information which shows said field from said access equipment to said 
record medium The 1 st authentication step with which said access equipment attests 
Justification of said record medium by the Challenge Handshake Authentication 
Protocol of a challenge response mold, When both the 2nd authentication step with 
which said record medium attests Justification of said access equipment, and said 
record medium and said access equipment are attested with having Justification, said 
record medium Access information is extracted from the transmitted disturbance- 
ized access information. Said access equipment The record medium characterized by 
including the transfer step which writes digital information in the field which reads 
digital information from the field shown by said extracted access information, or is 
shown by said access information. 

[Claim 13] Access equipment which constitutes authentication communication system 
according to claim 1. 

[Claim 14] Access equipment which constitutes authentication communication system 
according to claim 2. 

[Claim 1 5] The record medium which constitutes authentication communication 




system according to claim 1. 

[Claim 16] The record medium which constitutes authentication communication 
system according to claim 3. 

[Claim 17] Said field to the record medium which has the field which memorizes digital 
information, and digital information are constituted from access equipment which 
writes digital information in read-out or said field. After attesting justification of each 
device between said record media and said access equipment By transmitting the 
disturbance-ized access information which is the authentication communications 
program used with the authentication communication system which transmits digital 
information, and disturbed and generated the access information which shows said 
field to said record medium from said access equipment The 1st authentication step 
with which said access equipment attests justification of said record medium by the 
Challenge Handshake Authentication Protocol of a challenge response mold. When 
both the 2nd authentication step with which said record medium attests justification 
of said access equipment, and said record medium and said access equipment are 
attested with having justification, said record medium Access information is extracted 
from the transmitted disturbance-ized access information. Said access equipment 
The authentication communications program characterized by including the transfer 
step which writes digital information in the field which reads digital information from 
the field shown by said extracted access information, or is shown by said access 
information. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[ 0001 ] 

[Field of the Invention] This invention relates to the technique which attests 
justification mutually between a device and a record medium, when transmitting a 
digital work between a device and a record medium. 

[ 0002 ] 

[Description of the Prior Art] Distributing them to each home through a 
communication line in recent years by the explosive spread of progress of digital 
information compression technology and the global telecom infrastructures 
represented by the Internet, using works, such as music, an image, an image, and a 
game, as a digital work is realized. 

[0003] In order to establish the negotiation distribution system for protecting the 
access of the copyright person of a digital work, and a negotiation contractor’s profit 
Unjust acquisition of the work by communicative wire tapping, tapping, spoofing, etc.. 




and the illegal duplicate from the record medium which is recording the received data, 
It has been a technical problem to prevent malfeasances, such as an illegal alteration, 
it distinguishes that it is the system of normal, or work protection techniques, such as 
a code which performs a data scramble, and authentication, are needed. 

[0004] More various things than before are known about the work protection 
technique, and in case the secret data storage area where the secret data which 
require protection of a work are stored as a typical thing is accessed, exchange of a 
random number and a response value is performed between devices, justification is 
attested mutually, it is suited, and only when Just, there is a mutual recognition 
technique of the challenge response mold which permits access. 

[0005] 

[Problem(s) to be Solved by the Invention] However, for example, after performing 
mutual recognition using a regular device, the act which receives secret data unjustly 
can be considered by becoming a Just device, clearing up and accessing a secret data 
storage area. Then, this invention is made in view of this trouble, and it aims at 
offering the record medium and authentication communications program which are 
recording the access equipment with which the information for accessing a secret 
data storage area is not revealed, a record medium, authentication communication 
system, the authentication correspondence procedure, and the authentication 
communications program. 

[0006] 

[Means for Solving the Problem] The record medium which has the field where this 
invention memorizes digital information in order to attain the above-mentioned object. 
It is the authentication communication system which consists of access equipment 
which writes digital information in digital information read-out or said field from said 
field. By transmitting the disturbance-ized access information which disturbed and 
generated the access information which shows said field from said access equipment 
to said record medium The 1st authentication phase when said access equipment 
attests Justification of said record medium by the Challenge Handshake 
Authentication Protocol of a challenge response mold. When both the 2nd 
authentication phase when said record medium attests Justification of said access 
equipment, and said record medium and said access equipment are attested with 
having Justification, said record medium Access information is extracted from the 
transmitted disturbance-ized access information. Said access equipment It is 
characterized by including the transfer phase which writes digital information in the 
field which reads digital information from the field shown by said extracted access 
information, or is shown by said access information. 

[0007] It sets here at said 1 st authentication phase. Said access equipment The 
access information acquisition section which acquires the access information which 
shows said field, and the random-number acquisition section which acquires a random 
number. The generation section which compounds said acquired access information 




and the acquired random number, and generates random-number-ized access 
information, The cryptopart which gives cryptographic algorithm to the generated 
random-number-ized access information, and generates disturbance-ized access 
information is included. Said record medium Including the response value generation 
section which generates a response value from the generated disturbance-ized 
access information, using said generated response value, said access equipment may 
be constituted so that the authentication section which attests justification of said 
record medium may be included. 

[0008] Here, in said transfer phase, said record medium may be constituted so that 
the decode section which gives a decode algorithm to the generated disturbance-ized 
access information, and generates random-number-ized access information, and the 
separation section which separates access information from the transmitted random- 
number-ized access information may be included. Here, in said 1st authentication 
phase, including the random-number kind storage section said access equipment has 
remembered the random-number kind to be further, by reading a random-number kind 
from the random-number kind storage section, said random-number acquisition 
section may be constituted so that a random number may be acquired. 

[0009] Here, in said 1 st authentication phase, said access equipment may be 
constituted so that said random-number kind storage section may be further 
overwritten by using said disturbance-ized access information as a random-number 
kind. Here, in said 1st authentication phase, including the random-number kind 
storage section said access equipment has remembered the random-number kind to 
be further, by generating a random number based on the random-number kind which 
read and read the random-number kind from the random-number kind storage section, 
said random-number acquisition section may be constituted so that a random number 
may be acquired. 

[0010] Here, in said 1st authentication phase, said access equipment may be 
constituted so that said random-number kind storage section may be further 
overwritten by using said generated random number as a random-number kind. In said 
transfer phase, the record medium which is recording digital information on said field 
here Digital information is read from said field shown by said access information. Said 
access equipment which reads digital information from said field including the 
cryptopart which gives cryptographic algorithm to the read digital information and 
generates encryption digital information Including the decode section which gives a 
decode algorithm to the generated encryption digital information, and generates 
DESHITARU information, said decode algorithm may be constituted so that the cipher 
generated by said cryptographic algorithm may be decoded. 

[0011] In said transfer phase, said access equipment which writes digital information 
in said field here The digital information acquisition section which acquires digital 
information, and the cryptopart which gives cryptographic algorithm to the acquired 
digital information and generates encryption DESHITARU information are included. 




Said record medium Give a decode algorithm to said generated encryption digital 
information, and digital information is generated. Including the decode section which 
writes digital information in said field shown by said access information, said decode 
algorithm may be constituted so that the cipher generated by said cryptographic 
algorithm may be decoded. 

[0012] In said transfer phase, said access equipment which writes digital information 
in said field here The digital information acquisition section which acquires digital 
information, and the contents key acquisition section which acquires a contents key. 
The 1st cryptopart which gives the 1st cryptographic algorithm to the acquired 
contents key, and generates an encryption contents key, The 2nd encryption section 
which gives the 2nd cryptographic algorithm to said generated encryption contents 
key, and generates a duplex encryption contents key, The 3rd cryptopart which gives 
the 2nd cryptographic algorithm to said acquired digital information using said 
contents key, and generates encryption DESHITARU information is included. Said 
record medium Give the 1 st decode algorithm to said generated duplex encryption 
contents key, and an encryption contents key is generated. Including the decode 
section which writes an encryption contents key in said field shown by said access 
information, said record medium may be constituted so that the field which memorizes 
said generated encryption digital information further may be included. 

[0013] 

[Embodiment of the Invention] The authentication communication system 1 00 as a 
gestalt of one operation concerning this invention is explained. 

1. The appearance of the authentication communication system 100 and the external 
view of the authentication communication system 30 and 31 as a concrete example of 
a configuration of the utilization gestalt authentication communication system 100 are 
shown in drawing 1 (a) and (b). 

[0014] As shown in drawing 1 (a), the authentication communication system 30 
consists of a personal computer and a memory card 20. The personal computer is 
equipped with the display section, a keyboard, the loudspeaker, the microprocessor, 
RAM and ROM, the hard disk unit, etc., and is connected to the network represented 
by the Internet via a communication line. A memory card 20 is inserted from memory 
card insertion opening, and a personal computer is equipped with it. 

[0015] As shown in drawing 1 (b), the authentication communication system 31 
consists of a headphone stereo cassette tape recorder, a memory card 20, and 
headphone. A memory card 20 is inserted from memory card insertion opening of a 
headphone stereo cassette tape recorder, and a headphone stereo cassette tape 
recorder is equipped with it. The manual operation button of plurality [ headphone 
stereo cassette tape recorder / top face ] is arranged, and headphone are connected 
at another side face. 

[0016] A user equips a personal computer with a memory card 20, and writes the 
digital work which incorporated and incorporated digital works, such as music, in a 




memory card 20 from external Web server equipment via the Internet. Next, a user 
equips a headphone stereo cassette tape recorder with the memory card 20 on which 
the digital work is recorded, and it reproduces with a headphone stereo cassette tape 
recorder, and he enjoys the digital work currently recorded on the memory card 20. 
[0017] Only when it is attested here that Justification of each device by the Challenge 
Handshake Authentication Protocol of a challenge response mold is attested in 
between a headphone stereo cassette tape recorder and memory cards 20 in 
between a personal computer and memory cards 20, and it is a device Just to mutual, 
a transfer of a digital work is performed between each device. 

2. The configuration authentication communication system 100 of the authentication 
communication system 100 consists of reader writer equipment 10 and a memory 
card 20, as shown in drawing 2 . Here, reader writer equipment 10 is equivalent to the 
personal computer and headphone stereo cassette tape recorder which are shown in 
drawing 1 (a) and (b). 

[0018] 2.1 The configuration reader writer equipment 10 of reader writer equipment 
10 consists of the generation section 108, the code decode section 109, the 
data storage section 1 10, and the I/O section 1 1 1 at the access information storage 
section 101, the random-number kind storage section 102, the synthetic section 103, 
the common key storage section 104, the encryption section 105, the renewal section 
106 of a random-number kind, the mutual recognition section 107, and the time. 

[0019] As for reader writer equipment 10, it specifically has a microprocessor, RAM, 
and ROM and others, the computer program is recorded on ROM etc., and a 
microprocessor operates according to said computer program. 

(1) The I/O section 111 I/O section 111 receives actuation of a user, and generates 
the access information for accessing the music information memorized by the data 
storage section 209 of a memory card 20. As shown in drawing 3 , access information 
is 32 bit length and consists of address information which shows the address of the 
field of the data storage section of a memory card 20, and size information which 
shows the size of said field. Address information is 24 bit length and size information 
is 8 bit length. 

[0020] Moreover, from the data storage section 1 1 0, the I/O section 1 1 1 reads the 
music information CT, and changes and outputs the read music information CT to a 
sound signal. Moreover, the I/O section 1 1 1 receives actuation of a user and writes 
from the exterior the music information CT which acquired and acquired the music 
information CT in the data storage section 110. 

(2) The access information storage section 101 access-information storage section 
101 consisted of semiconductor memory, and, specifically, is equipped with the field 
which memorizes access information. 

[0021] (3) The random-number kind storage section 102 random-number kind storage 
section 102 consisted of semiconductor memory, and, specifically, has memorized 
beforehand the random-number kind of 64 bit length as shown in drawing 3 . A 




random-number kind is recorded at the time of manufacture of equipment. The 
random-number kind storage section 102 does not have the means which can carry 
out direct access from the outside, but is a storage means protected. 

[0022] (4) The synthetic section 103 composition section 103 reads access 
information from the access information storage section 101, and reads a random- 
number kind from the random-number kind storage section 102. next, as shown in 
drawing 3 , 32 bits of said random-number kind which carried out reading appearance 
to said access information which carried out reading appearance of low order are 
combined, and the random-number-ized access information of 64 bit length is 
generated. The generated random-number-ized access information is outputted to 
the encryption section 1 05. 

[0023] (5) The common key storage section 104 common key storage section 104 
consisted of semiconductor memory, and, specifically, is equipped with the field which 
memorizes the common key UK of 56 bit length. Reader writer equipment 10 acquires 
in secrecy the common key UK memorized by the common key storage section 201 
from a memory card 20, and the common key storage section 1 04 memorizes the 
acquired common key UK. 

[0024] The common key storage section 104 does not have the means which can 
carry out direct access from the outside, but is a storage means protected. 

(6) The encryption section 105 encryption section 105 reads the common key UK 
from the common key storage section 104, and receives random-number-ized access 
information from the synthetic section 103. Next, the encryption section 105 gives 
cryptographic algorithm El to the received random-number-ized access information 
using the common key UK, and generates the encryption access information R1. Here, 
DES (Data Encryption Standard) is used for the encryption section 105 as 
cryptographic algorithm El. 

[0025] Next, the encryption section 105 outputs the generated encryption access 
information R1 to the generation section 108 at the time with the mutual 
recognition section 107 and the renewal section 106 of a random-number kind. 
Moreover, the generated encryption access information R1 is outputted to the 
generation section 208 at the time with the decryption section 205 of a memory card 
20, and the mutual recognition section 207. Thus, the generated encryption access 
information R1 is disturbance-ized information acquired by performing disturbance 
(scramble) processing to access information. 

[0026] (7) It uses received encryption access information R1 as a new random- 
number kind by using encryption access information R1 as reception from the 
encryption section 105, and the renewal section 106 of a renewal section of random- 
number kind 106 random-number kind overwrites it to the random-number kind 
storage section 102. 

(8) The mutual recognition section 107 mutual-recognition section 107 computes 
response value V2' by the formula 1 using R1 and the common key UK which read the 




encryption access information R1 and received reception and the common key 
storage section 1 04 to the common key UK. 

(Formula 1) V2’=F1(R1, UK) =SHA (R1+UK) 

Here, a function FI (a, b) is a function which combines a and b and gives SHA 
(Secure Hash Algorithm) to the joint result as an example. In addition, + is a operator 
which shows association. 

[0027] The mutual recognition section 107 receives the response value V2 from the 
mutual recognition section 207. Next, it judges whether V2 and V2’ of the mutual 
recognition section 107 corresponds, and in not being in agreement, it presumes that 
a memory card 20 is inaccurate equipment, and forbids [ subsequent ] activation of 
operation to other configuration sections. In being in agreement, the mutual 
recognition section 107 presumes that a memory card 20 is just equipment, and it 
permits [ subsequent ] activation of operation to other configuration sections. 

[0028] Moreover, the mutual recognition section 107 outputs the response value VI 
which computed the response value VI and computed the random number R2 by the 
formula 2 using reception, the received random number R2, and said common key UK 
from the random-number generation section 204 to the mutual recognition section 
207. 

(Formula 2) V1=F2(R2, UK) =SHA (R2+UK) 

(9) the time — ♦*** — generation — the section — 108 — o’clock — — 

generation — the section — 108 — a memory card — 20 — being just — equipment 
it is ** recognizing — having — the case of actuation where activation is 
permitted — the encryption access information R1 and a random number R2 — 
reception, and R1 and R2 to the formula 3 — using — the time — ***♦ VK — 
generating — (formula 3) VK=F3(R1, R2) =SHA (R1+R2) 

next, the time — the **** generation section 108 — having generated — the time — 
♦♦♦si* VK — the code decode section 109 — outputting . 

[0029] (10) the code decode section 109 code decode section 109 — the time — the 
time from the ***♦ generation section 108 — **** VK — receiving . The code 
decode section 109 gives [ from the code decode section 210 ] the decode algorithm 
D3 to the encryption music information EncCT using **** VK at reception and said 
time for the encryption music information EncCT, and writes the music information 
CT which generated and generated the music information CT in the data storage 
section 110. 

[0030] Here, DES is used for the code decode section 109 as a decode algorithm E3. 
Moreover, the code decode section 109 reads the music information CT from the data 
storage section 110, gives cryptographic algorithm E2 to the music information CT 
using **** VK at said time, and outputs the encryption music information EncCT 
which generated and generated the encryption music information EncCT to the code 
decode section 210. 

[0031] Here, DES is used for the code decode section 109 as cryptographic algorithm 




E2. 

(11) The data storage section 110 data-storage section 110 consisted of 
semiconductor memory, and, specifically, is equipped with the field which memorizes 
the music information CT. 

[0032] 2.2 Memory card 20 memory card 20 consists of the **** generation section 
208, the data storage section 209, and the code decode section 210 at the common 
key storage section 201, the random-number kind storage section 202, the renewal 
section 203 of a random-number kind, the random-number generation section 204, 
the decryption section 205, the separation section 206, the mutual recognition section 
207, and the time. 

[0033] (1) The common key storage section 201 common key storage section 201 
consisted of semiconductor memory, and, specifically, has memorized the common 
key UK of 56 bit length. The common key UK is recorded at the time of manufacture 
of a memory card 20. The common key storage section 201 does not have the means 
which can carry out direct access from the outside, but is a storage means protected. 
[0034] (2) The random-number kind storage section 202 random-number kind storage 
section 202 consisted of semiconductor memory, and, specifically, has memorized the 
random-number kind of 64 bit length beforehand. A random-number kind is recorded 
at the time of manufacture of a memory card 20. The random-number kind storage 
section 202 does not have the means which can carry out direct access from the 
outside, but is a storage means protected. 

[0035] (3) The random-number generation section 204 random-number generation 
section 204 Read, generate and the random number R2 which generated the random 
number R2 of 64 bit length using the random-number kind which read the random- 
number kind from the random-number kind storage section 202 The renewal section 
203 of a random-number kind. The mutual recognition section 207 and the random 
number R2 which outputted to the **** generation section 208 at the time, and was 
generated are outputted to the ***♦ generation section 108 with the mutual 
recognition section 107 of reader writer equipment 10 at the time. 

[0036] (4) It uses the received random number R2 as a new random-number kind by 
using a random number R2 as reception from the random-number generation section 
204, and the renewal section 203 of a renewal section of random-number kind 203 
random-number kind overwrites it to the random-number kind storage section 202. 

(5) The decryption section 205 decryption section 205 reads the common key UK 
from the common key storage section 201, and receives the encryption access 
information R1 from the encryption section 105. Next, using the read common key UK, 
the decode algorithm D1 is given to the received encryption access information R1, 
and the random-number-ized access information which generated and generated 
random-number-ized access information is outputted to it to the separation section 
206. 

[0037] Here, DES is used for the decryption section 205 as a decode algorithm D1. 




The decode algorithm D1 decodes the cipher generated by cryptographic algorithm El. 
(6) The separation section 206 separation section 206 separates data of 32 bits of 
reception and the received random-number-ized access information to the high order 
for random-number-ized access information from the decryption section 205 as 
access information, and outputs access information to the data storage section 209. 
[0038] (7) The mutual recognition section 207 mutual-recognition section 207 reads 
the common key UK from the common key storage section 201, and outputs V2 which 
computed the response value V2 and computed the encryption access information R1 
by the formula 4 using reception, and R1 and the common key UK which were 
received to the mutual recognition section 107 of reader writer equipment 10. 

(Formula 4) V2=F1(R1, UK) =SHA (R1+UK) 

Here, FI should just be the same function as FI shown in a formula 1. 

[0039] Moreover, the mutual recognition section 207 computes response value VT for 
a random number R2 by the formula 5 using reception, the received random number 
R2, and said common key UK from the random-number generation section 204. 
(Formula 5) V1’=F2(R2. UK) =SHA (R2+UK) 

Here, F2 should Just be the same function as F2 shown in a formula 2. 

[0040] Next, the mutual recognition section 207 judges whether reception, and VI and 
VI’ are in agreement in VI from the mutual recognition section 107, and in not being 
in agreement, it presumes that reader writer equipment 10 is inaccurate equipment, 
and forbids [ subsequent ] activation of operation to other configuration sections. In 
being in agreement, the mutual recognition section 207 presumes that reader writer 
equipment 10 is just equipment, and it permits [ subsequent ] activation of operation 
to other configuration sections. 

[0041] (8) the time — ~ generation ~ the section — 208 — o’clock — - 

- generation the section — 208 — a reader — a writer — equipment — ten — 
being just ~ equipment — it is — ** — recognizing — having — the case of 
actuation where activation is permitted — the encryption access information R1 and 
a random number R2 — reception, and R1 and R2 to the formula 6 — using ~ the 
time — VK — generating — (formula 6) VK=F3(R1, R2) =SHA (R1+R2) 

Here, F3 is the same as the function F3 shown in a formula 3. 

[0042] next, the time — the **** generation section 208 ~ having generated — the 
time VK the code decode section 210 — outputting . 

(9) The data storage section 209 data-storage section 209 consisted of 
semiconductor memory, and, specifically, is equipped with the field which memorizes 
the music information CT. 

[0043] (10) the code decode section 210 code decode section 210 — the time — the 
time from the **** generation section 208 ~ VK — receiving . The code 
decode section 210 gives [ from the code decode section 109 ] the decode algorithm 
D2 to the encryption music information EncCT using **** VK at reception and said 
time for the encryption music information EncCT, and writes the music information 




CT which generated and generated the music information CT in the field shown by 
said access information of the data storage section 209. 

[0044] Here, DES is used for the code decode section 210 as a decode algorithm D2. 
The decode algorithm D2 decodes the cipher generated by cryptographic algorithm E2. 
Moreover, the code decode section 210 reads the music information CT from the field 
shown by said access information of the data storage section 209, gives 
cryptographic algorithm E3 to the music information CT using **** VK at said time, 
and outputs the encryption music information EncCT which generated and generated 
the encryption music information EncCT to the code decode section 109. 

[0045] Here, DES is used for the code decode section 210 as cryptographic algorithm 
E3. The decode algorithm D3 decodes the cipher generated by cryptographic 
algorithm E3. 

3. Explain actuation of the reader writer equipment 10 and the memory card 20 which 
constitute of operation (1) read-out actuation authentication communication system 
100 of the authentication communication system 100 using the flow chart shown in 
drawing 4 - drawing 5 . 

[0046] In addition, it assumes that reader writer equipment 10 is equipment which 
reads the information memorized by the memory card like the headphone stereo 
cassette tape recorder shown in drawing 1 (b), and explains here. The synthetic 
section 103 carries out reading appearance of the random-number kind from the 
random-number kind storage section 102, and said access information which carried 
out reading appearance to said random-number kind which carried out reading 
appearance of the access information, and carried out reading appearance is 
compounded from the access information storage section 101. Random-number-ized 
access information is generated (step SI 01). The encryption section Encipher 
random-number-ized access information using said common key which read the 
common key and was read from the common key storage section 1 04, and the 
encryption access information R1 is generated (step SI 02). The mutual recognition 
section 107 computes V2 -FI (R1) (step SI 03), and the renewal section 106 of a 
random-number kind uses generated random-number-ized access information as a 
new random-number kind, and it overwrites the random-number kind storage section 
102 (step SI 04). 

[0047] The encryption section 105 outputs the generated encryption access 
information R1 to a memory card 20, and the mutual recognition section 207 of a 
memory card receives the encryption access information R1 (step SI 05). The mutual 
recognition section 207 computes V2=F1 (R1) (step SI 06), V2 is outputted to the 
mutual recognition section 107 of reader writer equipment 10, and the mutual 
recognition section 107 receives V2 (step SI 07). 

[0048] It judges whether V2 and V2’ of the mutual recognition section 107 
corresponds, and in not being in agreement, (step SI 08) and a memory card 20 
presume that it is inaccurate equipment, and stop future actuation. In being in 




agreement, (step SI 08) and the mutual recognition section 107 It presumes that a 
memory card 20 is just equipment. The random-number generation section 204 of a 
memory card 20 From the random-number kind storage section 202, a random- 
number kind is read and a random number R2 is generated using the read random- 
number kind (step SI 09). The mutual recognition section 207 VI -F2 (R2) is computed 
(step S1 10), and the renewal section 203 of a random-number kind newly overwrites 
the random-number kind storage section 202 by using the generated random number 
R2 as a random-number kind (step Sill). Next, the random-number generation 
section 204 outputs the generated random number R2 to the mutual recognition 
section 107 of reader writer equipment 10, the mutual recognition section 107 
generates a random number R2, reception (step S1 12) and the mutual recognition 
section 107 generate V1=F2 (R2) (step S1 13), VI generated is outputted to the 
mutual recognition section 207 of a memory card 20, and the mutual recognition 
section 207 receives VI (step S1 14). 

[0049] Next, it judges whether VI and VT of the mutual recognition section 207 
mutual-recognition section 207 corresponds, and in not being in agreement, (step 
S1 15) and reader writer equipment 10 presume that it is inaccurate equipment, and 
stop future actuation, the time of (step S1 15) and the mutual recognition section 207 
presuming that reader writer equipment 10 is just equipment, in being in agreement, 
and being reader writer equipment 10 — the **** generation section 108 — R1 and 
R2 — using — the time — VK — generating (step S121) . The decryption 
section 205 of a memory card 20 reads the common key UK from the common key 
storage section 201. R1 is decoded using the read common key UK, and random- 
number-ized access information is generated (step SI 22). The separation section 206 
random-number-ized access information to access information — dissociating (step 
SI 23) — the time — the generation section 208 — R1 and R2 — using — the 
time — **** VK — generating (step SI 24) — the code decode section 210 — The 
music information CT is read from the field of the data storage section 209 shown by 
access information (step SI 25). The code decode section 210 When generated, said 
music information CT read using **** VK is enciphered, and the encryption music 
information EncCT which generated and (step SI 26) generated the encryption music 
information EncCT is outputted to the code decode section 109 of reader writer 
equipment 10 (step SI 27). 

[0050] the code decode section 109 — the time — VK — using — the 
encryption music information EncCT — decoding — the music information CT — 
generating — the data storage section 110 — writing in (step SI 28) — the I/O 
section 111 — the music information CT — the reading appearance from the data 
storage section 110 — it carries out, and the music information CT which carried out 
reading appearance is changed and outputted to a sound signal (step SI 29). 

(2) Explain actuation of the reader writer equipment 10 and the memory card 20 
which constitute the write-in actuation authentication communication system 100 




using the flow chart shown in drawing 6 . 

[0051] Here, like the personal computer shown in drawing 1 (a), reader writer 
equipment 10 assumes that it is equipment which writes in information to a memory 
card, and explains to it. Moreover, since read-out actuation and write-in actuation are 
similar, only a point of difference is explained. If it transposes to the step which shows 
steps SI 25-SI 29 of the flow chart of drawing 4 - drawing 5 to drawing 6 , it will 
become write-in actuation of the authentication communication system 100. 

[0052] a code — decode — the section — 109 — data storage — the section — 

110 — from — music — information — CT — reading — appearance — carrying out 
(step SI 31) — the time — ♦*** — VK — using — reading — appearance — having 
carried out — music — information — CT — enciphering — encryption — music — 
information — CT — generating (step SI 32) — having generated — encryption — 
music — information — CT — the code decode section 210 of a memory card 20 — 
outputting — the code decode section 210 — encryption music information CT — 
receiving (step SI 33) . 

[0053] a code — decode — the section — 210 — encryption — music — 
information — EncCT — the time — **** — VK — using — decoding — music — 
information — CT — generating (step SI 34) — having generated — music — 
information — CT — said access information — being shown — having — data 
storage — the section — 209 — inside — it writes in a field (step SI 35). 

4. Since the information for accessing the secret data storage area which is recording 
secret data is disturbed and transmitted to mutual recognition and coincidence as 
explained more than the conclusion, the confidentiality of the information for 
accessing a secret data storage area can be raised. 

[0054] Moreover, since mutual recognition is not established even if it is the case 
where the information for accessing a secret data storage area temporarily is altered 
and transmitted to another information by inaccurate spoofing, it can avoid accessing 
a secret data storage area. Moreover, since the access information for accessing a 
secret data storage area does not relate to renewal of a random number, the 
periodicity of a random number can be raised. 

[0055] 5. Explain authentication communication system 100a as a modification of the 
authentication communication system 100a authentication communication system 100. 
5.1 Configuration authentication communication system lOOof authentication 
communication system 100a a consists of reader writer equipment 10a and a memory 
card 20, as shown in drawing 7 . 

[0056] Since the memory card 20 is the same as the memory card 20 shown in 
drawing 2 , explanation is omitted here. Reader writer equipment 10a consists of the 
**** generation section 108, the code decode section 109, the data storage section 
1 10, the I/O section 111, and the random-number generation section 1 12 at the 
access information storage section 101, the random-number kind storage section 102, 
the synthetic section 103, the common key storage section 104, the encryption 




section 105, the renewal section 106 of a random-number kind, the mutual recognition 
section 107, and the time. 

[0057] It explains below focusing on a point of difference with reader writer equipment 
10. Since it is the same as reader writer equipment 10 about other points, explanation 
is omitted. 

(1) From the random-number kind storage section 102, the random-number 
generation section 112 random-number generation section 112 reads a random- 
number kind, and outputs the random number which generated and generated the 
random number of 64 bit length using the read random-number kind to the synthetic 
section 103 and the renewal section 106 of a random-number kind. 

[0058] (2) It uses the received random number as a new random-number kind by 
using a random number as reception from the random-number generation section 112, 
and the renewal section 106 of a renewal section of random-number kind 106 
random-number kind overwrites it to the random-number kind storage section 102. 

(3) the synthetic section 103 composition section 103 compounds said access 
information which carried out reading appearance to said random number which 
carried out reading appearance of reception and the access information storage 
section 101 to the access information for the random number, and was received from 
the random-number generation section 112, and generates random-number-ized 
access information. 

[0059] 5.2 Explain actuation of of operation authentication communication system 
100a of authentication communication system 100a using the flow chart shown in 
drawing 8 . the random-number generation section 112 generates the random number 
of 64 bit length using the random-number kind which carried out reading appearance 
of the random-number kind (step S201), and carried out reading appearance from the 
random-number kind storage section 102 (step S202), and it uses the received 
random number as a new random-number kind by using a random number as 
reception from the random-number generation section 1 1 2, and it overwrites the 
renewal section 106 of a random-number kind to the random-number kind storage 
section 102 (step S203). next, the synthetic section 103 compounds said access 
information which carried out reading appearance to said random number which 
carried out reading appearance of reception and the access information storage 
section 101 to the access information for the random number, and was received from 
the random-number generation section 112, and generates random-number-ized 
access information (step S204). 

[0060] Next, it continues to step SI 02 of drawing 4 . Since the following is the same 
as actuation of the authentication communication system 100, explanation is omitted. 
5.3 Since the access information for accessing a secret data storage area does not 
relate to renewal of a random number as explained more than the conclusion, the 
periodicity of a random number can be raised. 

[0061] 6. Explain authentication communication system 100b as a modification of 




authentication communication system 100b authentication communication system 
100a. 

6.1 Configuration authentication communication system lOOof authentication 
communication system 100b b consists of reader writer equipment 10b and memory 
card 20b, as shown in drawing 9 . 

[0062] (1) Configuration reader writer equipment lOof reader writer equipment 10b b 
At the access information storage section 101, the random-number kind storage 
section 102, the synthetic section 103, the common key storage section 104, the 
encryption section 105, the renewal section 106 of a random-number kind, the mutual 
recognition section 107, and the time, the generation section 108, the data 
storage section 1 10, the I/O section 111, the random-number generation section 1 12, 
the contents key generation section 113, It consists of the encryption section 1 14, 
the contents additional information storage section 115, the code decode section 1 16, 
and the encryption section 117. 

[0063] A point of difference with reader writer equipment 10a is explained as a core 
below. Since it is the same as reader writer equipment 10a about other points, 
explanation is omitted. 

(a) The I/O section 1 1 1 I/O section 1 1 1 receives the input of contents additional 
information by actuation of a user, and writes the received contents additional 
information in the contents additional information storage section 1 1 5. 

[0064] Here, examples of contents additional information are the count of playback of 
contents, and duration of service, and contents additional information is 8 bit length. 
Moreover, the I/O section 1 1 1 acquires the contents data CD by actuation of a user, 
and writes the acquired contents data CD in the data storage section 1 1 0. Here, the 
contents data CD are music content information as an example. 

[0065] (b) The random-number generation section 112 random-number generation 
section 1 12 outputs the generated random number R3 to the contents key generation 
section 1 13. 

(c) the contents key generation section 113 contents key generation section 1 13 
generates the contents key CK by the formula 7 using the contents additional 
information which carried out reading appearance of the contents additional 
information from the contents additional information storage section 1 1 5, and carried 
out reading appearance of the random number R3 to reception and a random number 
R3 from the random-number generation section 112. Here, the contents keys CK are 
64 bit length. 

(Formula 7) CK=F4 (R3, contents additional information) 

= + is a operator which shows association of data and data here 56 bits of low order 
of contents additional information (8 bit length) +R3. 

[0066] Next, the contents key generation section 113 outputs the generated contents 
key CK to the encryption section 114 and the encryption section 1 1 7. 

(d) the encryption section 114 encryption section 114 gives encryption algorithm E4 




to the contents key CK which received the contents key CK from the contents key 
generation section 1 1 3 using the common key UK which carried out reading 
appearance of the common key UK, and carried out reading appearance from 
reception and the common key storage section 104, and outputs the encryption 
contents key EncCK which generated and generated the encryption contents key 
EncCK to the code decode section 116. 

[0067] Here, DES is used for the encryption section 114 as cryptographic algorithm 
E4. 

(e) the code decode section 116 code decode section 116 — the encryption section 
1 1 4 to the encryption contents key EncCK — reception and the received encryption 
contents key EncCK — the time — **** VK — using — cryptographic algorithm E - 

- give 2 and output Enc (EncCK) which generated and generated Enc (EncCK) to the 
code decode section 21 1. 

[0068] Here, DES is used for the code decode section 1 16 as cryptographic algorithm 
E2. 

(f) The encryption section 1 17 encryption section 117 uses the contents key CK for 
the contents data CD which read the contents data CD and were read from the data 
storage section 1 10, gives encryption algorithm E5, and generates the encryption 
contents data EncCD. Next, the encryption section 1 1 7 outputs the generated 
encryption contents data EncCD to the data storage section 213. 

[0069] Here, DES is used for the encryption section 1 1 7 as cryptographic algorithm 
E5. 

(2) Configuration memory card 20of memory card 20b b consists of the **** 
generation section 208, the code decode section 211, the key data storage section 
212, and the data storage section 213 at the common key storage section 201, the 
random-number kind storage section 202, the renewal section 203 of a random- 
number kind, the random-number generation section 204, the decryption section 205, 
the separation section 206, the mutual recognition section 207, and the time. 

[0070] A point of difference with a memory card 20 is explained as a core below. 

Since it is the same as a memory card 20 about other points, explanation is omitted. 

(a) the time — the generation section 208:00 **** generation section 208 — 
the time — **** VK — the code decode section 21 1 — outputting . 

(b) the code decode section 21 1 code decode section 21 1 — the time — the time 
from the ♦*** generation section 208 — **** VK — reception and the code decode 
section 1 1 6 to Enc (EncCK) — receiving . 

[0071] next — a code — decode — the section — 21 1 — the time — **** — VK - 

- using — Enc (EncCK) — decode — an algorithm — D — two — giving — 
encryption — contents — a key — EncCK — generating — having generated — 
encryption — contents — a key — EncCK — said — access information — being 
shown — having — a key — data storage — the section — 212 — it writes in a field. 

(c) The key data storage section 212 key data storage section 212 is equipped with 




the field which memorizes the encryption contents key EncCK. 

[0072] (d) The data storage section 213 data-storage section 213 memorizes 
reception and the received encryption contents data EncCD for the encryption 
contents data EncCD. 

6.2 Actuation of of operation authentication communication system 100b of 
authentication communication system 100b is similar to actuation of authentication 
communication system 100a. Here, only a point of difference with authentication 
communication system 100a is explained. 

[0073] Actuation of authentication communication system 100b is shown by the flow 
chart replaced with the flow chart which shows step SI 21 or subsequent ones to 
drawing 10 among the flow charts which show actuation of authentication 
communication system 100a. The contents key generation section 113 reads contents 
additional information from the contents additional information storage section 1 1 5 
(step S301). The random-number generation section 112 The generated random 
number R3 is outputted to the contents key generation section 1 1 3. The contents key 
generation section 113 Using the contents additional information which read R3 with 
reception and R3, generate and the contents key CK which generated the contents 
key CK from the random-number generation section 112 The encryption section 114, 

It outputs to the encryption section 117 (step S302). The encryption section 114 
Reception and the common key storage section 104 to the common key UK is read 
for the contents key CK from the contents key generation section 1 1 3. Encryption 
algorithm E4 is given to the received contents key CK using the read common key UK, 
and the encryption contents key EncCK which generated and generated the 
encryption contents key EncCK is outputted to the code decode section 1 1 6 (step 
S303). The code decode section 116 the encryption contents key EncCK Next, 
reception, 2 is given and Enc (EncCK) is generated (step S304). the received 
encryption contents key EncCK — the time — VK — using — cryptographic 
algorithm E — the code decode section 116 Generated Enc (EncCK) is outputted to 
the code decode section 211. The code decode section 21 1 Enc (EncCK) reception 
(step S305) and the code decode section 21 1 Enc (EncCK) — the time — **** — 

VK — using — decode — an algorithm — D — two — giving — encryption — 
contents — a key — EncCK — generating — having generated — encryption — 
contents — a key — EncCK — said access information — being shown — having — 
a key — data storage — the section — 212 — it writes in a field (step S306). 

[0074] the encryption section 1 1 7 uses the contents key CK for the contents data 
CD which carried out reading appearance of the contents data CD (step S307), and 
carried out reading appearance from the data storage section 1 10, gives encryption 
algorithm E5, and generates the encryption contents data EncCD (step S308). The 
encryption section 1 1 7 outputs the generated encryption contents data EncCD to the 
data storage section 213, and the data storage section 213 memorizes the encryption 
contents data EncCD with which reception (step S309) and the data storage section 




213 received the encryption contents data EncCD (step S310). 

[0075] 6.3 As explained more than the conclusion, although the contents key for 
enciphering contents data is generated, in authentication communication system 
100b,-izing of the new random-number-generation device can be carried out [ **** ] 
with the need, and and the random-number-generation device in which it uses 
for composition of access information. 

7. Although this invention has been explained based on the gestalt of the above- 
mentioned operation, this invention of not being limited [ which are other 
modifications ] to the gestalt of the above-mentioned operation is natural. It is 
contained in this invention also when as follows. 

[0076] (1) the gestalt of the above-mentioned operation — setting — a digital work - 
- a sound — although it is easy information, it is good though it is dynamic images, 
such as static images, such as compressed voice data which is represented by 
alphabetic data, such as a novel and a paper, the computer program software for 
computer games, MP3, etc., and JPEG, and MPEG. Moreover, though reader writer 
equipment is an output unit which is not limited to a personal computer, but sells or 
distributes the above-mentioned various digital works, it is good. Moreover, though 
reader writer equipment is a regenerative apparatus which is not limited to a 
headphone stereo cassette tape recorder, but reproduces a digital work, it is good. 

For example, it is good though it is computer-game equipment, a band type 
information terminal, a dedicated device, a personal computer, etc. Moreover, though 
reader writer equipment combines both the above-mentioned output unit and the 
regenerative apparatus, it is good. 

[0077] (2) In the gestalt of the above-mentioned operation, although [ an algorithm ] 
DES is used, though other codes are used for cryptographic algorithm and a decode 
algorithm, they are good. Moreover, in the gestalt of the above-mentioned 
implementation, although SHA is used, though other one direction nature functions 
are used, it is good. At a common key and the time, although [ length ] it is 56 bits, 
though the key of other die length is used for the key length of ****, it is good. 

[0078] (3) In the gestalt of the above-mentioned operation, the synthetic section 103 
combines 32 bits of low order of a random-number kind with access information, and 
although [ the section ] the random-number-ized access information of 64 bit length 
is generated, it is not limited to this. You may make it be a degree. The synthetic 
section 103 combines 32 bits of 1 bit of low order of a random-number kind with 32- 
bit access information at a time by turns, generates the random-number-ized access 
information of 64 bit length, and its potato is good. Moreover, two or more bits may 
combine at a time by turns. In this case, the separation section 206 is made to 
operate reverse. 

[0079] (4) In the gestalt of the above-mentioned operation, although [ the random- 
number generation section 204 of a memory card 20 ] a random number R2 is 
generated using the random-number kind memorized by the random-number kind 




storage section 202, the random-number generation section 204 may generate a 
random-number kind as a random number R2. moreover, the time — the 
generation sections 108 and 208 — R1 and R2 — using — the time — **** — 
generating — ** — carrying out — **** — although — a response value — using — 
— being good . Moreover, the common key UK may be twined. 

[0080] (5) In authentication communication system 100b, although the encryption 
contents data EncCD are written in the data storage section 213, though the 
encryption section 1 1 7 is written in the field which treats the encryption contents 
data EncCD as secret data, and is shown by access information, it is good. Moreover, 
it is good though the encryption contents key EncCK is written in the data storage 
section 213, without treating as secret data. 

[0081] Moreover, it loses, and it remains, while either the encryption section 1 14 and 
the encryption section 1 1 7 may be share-ized. 

(6) Though this invention is an approach shown above, it is good. Moreover, though it 
is the computer program which realizes these approaches by computer, it is good, and 
it is good though it is the digital signal which consists of said computer program. 

[0082] Moreover, this invention is good also as what recorded said computer program 
or said digital signal on the record medium in which computer reading is possible, for 
example, a floppy (trademark) disk, a hard disk, CD-ROM, MO and DVD, DVD-ROM, 
DVD-RAM, semiconductor memory, etc. Moreover, it is good though it is said 
computer program currently recorded on these record media, or said digital signal. 
[0083] Moreover, this invention is good also as what is transmitted via the network 
where said computer program or said digital signal is used into a telecommunication 
circuit, wireless, or a wire communication circuit, and it uses the Internet 
representation. Moreover, this invention is the computer system equipped with a 
microprocessor and memory, said memory has memorized the above-mentioned 
computer program, and though said microprocessor operates according to said 
computer program, it is good. 

[0084] moreover, the thing for which said program or said digital signal is recorded on 
said record medium, and is transported — or by transporting said program or said 
digital signal via said network etc., though carried out according to other independent 
computer systems, it is good. 

(4) It is good though the gestalt and the above-mentioned modification of the above- 
mentioned implementation are combined, respectively. 

[0085] 8. When reproducing a digital work to a semi-conductor record medium from 
the output unit which outputs the possibility digital work of utilization on industry and 
an output unit and a semi-conductor record medium attest justification mutually, it 
can use. Moreover, when reading a digital work, reproducing from the semi-conductor 
record medium with which the digital work is recorded and each equipment attests 
Justification mutually between a semi-conductor record medium and a regenerative 
apparatus, it can use. 




[ 0086 ] 

[Effect of the Invention] The record medium which has the field where this invention 
memorizes digital information in order to attain the above-mentioned object, It is the 
authentication communication system which consists of access equipment which 
writes digital information in read-out or said field in digital information from said field. 
By transmitting the disturbance-ized access information which disturbed and 
generated the access information which shows said field from said access equipment 
to said record medium The 1st authentication phase when said access equipment 
attests Justification of said record medium by the Challenge Handshake 
Authentication Protocol of a challenge response mold, When both the 2nd 
authentication phase when said record medium attests justification of said access 
equipment, and said record medium and said access equipment are attested with 
having justification, said record medium Access information is extracted from the 
transmitted disturbance-ized access information. Said access equipment It is 
characterized by including the transfer phase which writes digital information in the 
field which reads digital information from the field shown by said extracted access 
information, or is shown by said access information. 

[0087] Since the information for accessing the secret data storage area which is 
recording secret data is disturbed and transmitted to mutual recognition and 
coincidence by this, the confidentiality of the information for accessing a secret data 
storage area can be raised. Moreover, since mutual recognition is not successful 
temporarily even if the information for accessing a secret data storage area is the 
case where it is altered and transmitted to another information by inaccurate spoofing, 
it can avoid accessing a secret data storage area. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] Drawing 1 shows the appearance of the authentication communication 
system 30 and 31 as a concrete example of a configuration of the authentication 
communication system 100. Drawing 1 (a) shows the appearance of a personal 
computer and the authentication communication system 30 which consists of memory 
cards 20, and drawing 1 (b) shows the appearance of the authentication 
communication system 31 which consists of a headphone stereo cassette tape 
recorder, a memory card 20, and headphone. 

[Drawing 2] Drawing 2 is the reader writer equipment 10 which constitutes the 
authentication communication system 100, and the block diagram of a memory card 
20 showing a configuration, respectively. 




[Drawing 3] Drawing 3 shows the DS of access information, random-number kind, and 
random-number-ized access information. 

[Drawing 4] Drawing 4 is a flow chart which shows actuation of the authentication 
communication system 100, and assumes the case where the information especially 
memorized by the memory card is read. Drawing 5 is followed. 

[Drawing 5] Drawing 5 is a flow chart which shows actuation of the authentication 
communication system 100. It continues from drawing 4 . 

[Drawing 6] It is a thing at the time of assuming that drawing 6 is a flow chart which 
shows actuation of the authentication communication system 100, and especially 
reader writer equipment 10 is equipment which writes information in a memory card. 
[Drawing 7] Drawing 7 is the block diagram showing the configuration of 
authentication communication system 100a as a gestalt of another operation. 
[Drawing 8] Drawing 8 is a flow chart which shows actuation of a proper to 
authentication communication system 100a. 

[Drawing 9] Drawing 9 is the block diagram showing the configuration of 
authentication communication system 100b as a gestalt of another operation. 
[Drawing 10] Drawing 10 is a flow chart which shows actuation of a proper to 
authentication communication system 100b. 

[Description of Notations] 

100 Authentication Communication System 
10 Reader Writer Equipment 

101 Access Information Storage Section 

102 Random-Number Kind Storage Section 

103 Synthetic Section 

1 04 Common Key Storage Section 

105 Encryption Section 

106 Renewal Section of Random-Number Kind 

107 Mutual Recognition Section 

108 the Time — Generation Section 

109 Code Decode Section 

110 Data Storage Section 

111 I/O Section 
20 Memory Card 

201 Common Key Storage Section 

202 Random-Number Kind Storage Section 

203 Renewal Section of Random-Number Kind 

204 Random-Number Generation Section 

205 Decryption Section 
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mm] Mx— jfiBit^isEic7’'j7-bxr^/c«)a)if 
ti!5: t'T" <7 -b 

msE.wm:mr 

Z^HzXltai^mLT4j5£L/cmibZ'>-bXtl$B^ 
i. C <h le J: U . ^ -V U>->' UX4t>X 
mommyn h=UUC4:«fBti!«fls:(7)iEae£DigsiE^lT 

^T-Po 

Xg»^cfct^T. »Si?nfcHijlB7^-bXlflBlcJ:‘),Tx 
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[II5R31 1 ] 

mmWi:. X $8M3^aj CXlituIB 

^JSE'XX yHf ■J' -tr Xg» t 

SuiB7^^-bXg^a*'6HulBIBfii««<*^. aulBMiSE^/^r 

mE7'2-bx^mti'9^’iy>'y'iy 
x4(yxm(Dmmzrn h=i;btCct5HufBiB^^^*<DiES 
ttcoiSE^tT3*1iSiE7i-X<t:. 
iuSBHB^^g^*:*'SuiBX7-bXgB0iEatt<Oi^SE^^T3 
S2IgfiE7i-X<!:. 

sulBIB^ii^*: t MIB7 7 -b Xga t ft’s <t t. tciESIt^^ 

mib77-bXffi$B!b'677-bX'*$B^J4tilL. buIB 7 
tttti^ti/cBufB77-bXlf$Blc<J:U5^? 

L. X(iMf377-b 

Xlf $Btc J: y ;Hf 

my x-xt^^tsntmmtt^v&v£minyx^ 

A„ 

[|fil?Jl2] BuiBMliSSE7i-X{cfct'T. 
ij!B77-b7S«(i. 

BuiB^^^S^r 7 7 -b Xlf ?B^IStrr 5 7 7 -tr xtf SIX 

^#g|5<!;. 

alX^IX^#7 ^SLIXIX^f 33 1 . 
IX^fLfciJIB77-bX1fS<!;. IX^#L/ciL^X2:^^fi)6L 
TSLiaf b7 7 -b Xlf ^ fiEBP <t , 

£fi2 L/5:SSLSX{b7 7 -b Xtf S(::Bg^7iU=f 'J XA^ Sfi L 

Tm^b77-bXt»S^^I)6750§^33i;:&$3^. 

luiBlBtl^^(^. 

4fi£^+ifc«lSL{b7 7 -b 7lf S A' e 
BuiB77-bXg*li. 

^fiE^tl/cHuiBKS^ffi^fflL'Ts fuiBIBSi<«ft<OIE^'tt 

iBe<Digiiafi->x7A, 

[H5R3I3] lui3f5JM7x-X(cfcL'T. 
8ulBfBSS^<*li. 

SDc?tircmfb7 7 -b X tiisic«^7n/ d' U XA ^sg 
L TSL^Xf b7 7 -b X 5«^33 i; . 

ti fcSLiXf b7 7 -b 7lf S*' e 7 7 -b Xlf S^»St 

ISiIiifl'777Ao 

[W^JI4] MiBmi!SE7i-Xt!:fcL'T. 
Su!B77-bXg«fi. SLJSa^iBItLTl'SSL 

l$aiBti33:&^3^. 

HuiBSLlXlx^#33^^. SLixsiBtggPA'eiLixa^if^^aj-r 

tcfBtcOigiiiiff^XTAo 
[ffiRias] fuIBS 1 1SiI7i-X{tfc'l'T. 



SulB77-bXg«3i. ?6tc. 
0uiBm<b77-bXtfS^SLiSa<!: LTMIBaiXSIBIS 
mz±mi^t^zLt^w^ttMmm^\z%2WLa^mm 

®il'>X7A„ 

[IfiRJie] buIBS 1 1SSE7x-Xl::fcl'Ts 
sljlB77-bXg|HS. SLIXa^lBttLTl'^SL 

MiBalXlx^#g|3^i. gL»aiBit33A'6gLixa^ift^ai 

L. ^5faiLfcSL»aitSdX'TSLIX^^^i!6-r«j:<!:tc 

<OiSUiiffl7X7Ao 

[»^^7] BUiBHliSa7x-XlCfct'T. 
BuiB77-bXgati. ?61C. 
SfiXiTti/cBulBaiX^gLiaa.!; LTBuHBaiXaiB«33tc 

±*^ -r 5 ;: t 6 tciBKoiSllJift 

'>X7A„ 

[ii3?^8] buIBSJS7x-XIcJ51'T, 

BulBfifilElCr -77 /Hi S^IB® LTL'5IBilJ*^*3i. 
b 5IB7 7 -b XlSStc cfc y BulBIS«tA' 6 777 y 1/ 

U L/cT77;HfSlcBi^7yUd 
UXA^)5(iLT0i^^b777;HfS^^D6750i^g|3:& 

buIB^MA' 5 777 ;Hf S^i^5Atli7BijiB7 7 -bXg* 
(i. 

Sfi)6^^^/cBi^^b777yHtS^c^t^7y^dyXA^S!^ 
LT777;l/tSS^iD6-r5^^g|3^^?,^. 
BulBa^7;l/dy XAIJ, sulBBi^7yl/dy XAfcJ: y 
c i: 3 

lciB«<A|gMS7X7Ao 
[1I.1?1S9] BuiBe^X7x-X^Cfc^,^T. 
BuiB^feS'\777 yuif jifcBulB7 7 ^zXgH 

(is 

777yHfS5IX^i75777/HfSIX^#g|3,!:. 

IX^f Lfc777 yl/tlSlC0i^7yUdy X A^ffl LTBi^ 

<b777yHfS5^^75Bi^33^^*‘s 

BuiBIBg!(®tt(is 

4fiE?nfcB5sBBi^<b777yHfStc^I^7yUdyXA 
^Si5LT777yUtfS^^^!lcLs BulB77-bXlSS(ci: 
y.7i!rix^BuSB®®'N777yH«S^»$52it,'a^gp^ 

#^s 

BuIBa^7;Udy XA(is BuiB03^7yUdy XAlci: y 
5 il <b r «if 5RH 3 

(CSB®<DiSijEJgffl7 7 7 Ao 
[W^RjaiOl MIBeJM7x-X(cfcU'Ts 
s5IB^S'n 777 yHf S=&»^ iit>BulB7 7 -bXga 
(is 

777 ;Hf S^IX^#7^ 777 ;Hf SIX^#33,!: , 

□ 77>7SI^IXf#-r5 □ V777lllX^#a3<i:s 
IX»L/ca7777ia(cm 1 ei^7yudy XA^SSLT 
0g^<b37777li^^fiK-r^^1 0i^33<bs 
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xix^m LT -*Bg^jk=i 2 m 

M!E=] 1X^# L/cluiexS/'^iHflB 

(cm 2 Bg^T^JUd ' ') 

^fiK^tifcsuiBuSBi^fbci Vx>'>^(cm 1 a^7;U 
=rUXA^i®LTSg^^b=IVx>7^^SfieU MfB7 
^^-trXlf$8(cJ:»J5^?n5HijlB^lSE^Bi^1b=iv7>'y 

huIBIB^(®»(S. ^6(c. :tR!6?ti/cBufB0g^<bx'X^ 

iciBicOiSiia^i'>x7A. 

[W*^11] 7'X^;Hf«ii^lB1tt-«^lSE5Srs 
<b. lulB^il^jb'e X ' X^! ;utf LXli 
HulB^±5E^T'>'^;btl$B^#^3itr7'?-bX^S,i:)b'6 
«^36^tl5!gEji^S->XxA7'fflb'en5iigEiifl*>i 

fi5iB7'2-trXgS*'6H5fBSB®!iSft'\. luIB^i^^.^-r 
7 ^ -trxif ai^m LTS ^ L/i:mib7'2-trXlf |g^ 
bu!B 7 ^ -b Xg«*'!^ -\’ U v-X U 
X.j^VXiJOISHXP hP;UcJ:5BuIBfBS«<*OiES' 
ttWiSE^S^m 1 iSEXx-y Xi:. 
HulBIBM(jSft*^BulB7X-bXga®iEai4(D|gE^fi3 
m2iSEXx7X<b. 

fSiiSEUftlfcJi^lC. BusBIBgS^Wis 
mfb7X-bX'|f?B6'67^7-b7.'|flB^tttilL. MIB7 
^^-fcrxsaii^ aaj?nfcHijiB 7 '?-bxifiii(Ccfc»; 5 ^? 

X«MiB7X-b 

Xlf fglc J: y +15^JSE'\7 ;Hf iice 

[sfiRjii2] 

iEmnwt. HuiBfi^*'e x' X^ ;Hf uxa 

buIB^^'NxX^ lHf jit,-7X -bx^a,!; A'6 

BuiBiBgj««i;<bBuiB7X-bXgai©F^lcfc 
b'TSaScOiESttfTJlgE^tTofc^lc. x-XX/HfSi 
^SjMf SISEjifflX X X A T-ffl b' 6 tl « ISEJWf Xp 
X 3 A^IB® LTl'5 P X tf a-XSc?^IX »; 

HulBISEiifiXPXxAli. 

0uiB7X-bxga*'6MfBiB^iitt'\. 

7 ^ -b Xlf ii^aSL L L /c«S6Llb7 X -bXlf fS? 

imr ?. C <k (c J: y . fjiB7 X -b Xga*’:^ U X'X X 
X<KXX^(7)iSEXP hP;KcJ:S0uiBfBii{®<*OiEa 
tt<7)i^E?^T3m 1 iSEXx >> X<b. 
luiBlB®«i»)b'0uiB7X-bXSiacOiEitt<DiSE«lT3 
m2|gEXx'yXi:. 

SufBsBSij«<*<bHuIB7X-bXga<!:6^i:t(clE^tt?« 



-r^ikigE^^a/cJi^lc. 0ufBiB^JS^^(i> 
mfb7X-bXlf$B*'e7X-bXtl$8^tttiJL. HuiB7 
x-bxgats. ttai?nfcBuiB7X-bxti?Btc,t‘AT^7!r 
tl5^JSE*'ex-XX;Hf L. X(iBufB7X-b 
Xlf aj(c ct U , 7 ^^ yuif JA t>e 

5MXx-yX<t:^#tr;i<!:^1tSl<!:rs IB^iifto 

1 3 ] il^JS 1 (ClBK(7)ISEaiI'>XxA^ 
:afiEr^7x-bx^ao 

[»*«14] if3?Jl2(ClBe<7)ISEji11'XXxA^ 
ffifiEX^7X-bX^ao 

lli^^ 1 5 ] tmm 1 tCSB®6<7)ISEjHi'XXxA^ 
mmt^sEmi^Wo 

[itARH 1 6 ] ffjR^ 3 (CiBKOlSEii^f -XXxA^ 

m^mM] x'Xx;Hf$B^iBax5^isE^^-r5 
BulB^JSEA'ex'XX/Uttlfi^il^tli LXli 
MIB^teE'Nx-XX ;Hf iit.-7 X -b Xga<k 

BulBiBiSJS<*:<!:riIB7X-bXSa<i:OF5(cj5 
l'TsasoiE'^1t(DiSK^^T■p/•c^^c. x'XX/Htai 
^fciiiX^iSHii^iXXxAT'fflt' 6 tl«iSEaiiXP 
X' 3 AT'« qTs 

0UiB7X-bXga*'6tuIBiB®jifls^. HulBSili^/T^-r 
7X-bXlf$g^agLLT^^Lfc«afb7X-bXlfai? 
eJS-r5c:i:(c<j:y. BulB7X-bX^a*'7-\'U>XU 
X/KXXSOiSHXP h p;UCci:StuIBiB^«flsroiEi' 

^(Dmm^nom 1 isExx-y 7t. 
s!jfBiB®«ft*'!sufB7 X HzX^acDiESetOsSE^tT 3 
m2|gEXx'yXi:, 

|ijIBSBI|j«ft <*: WIB7 X -b XSa<b A' i: t (ciE^li^ W 
-r^iiSE^n/clf^lc. BulBIBti«^*(i. eiMJtiA: 
aSUb7X-bXlf$SA'67X-bXtiai=&1SaiL. HuiB7 
x-bx^a(i. tt[U^n/cBuiB7X-bxif?fiic<fey,^^ 
nS«liA'6x'XX;Hf®«:i^^ajL. X(i0ulB7X-b 
x1fai^c<^:y/7^^^^5®^'\x'Xxy^tf$fi^»^iAt.-s 

A„ 

[000 1 ] 

ail<!:sB®(«^*i:(AF^7fe25-r5li^(cfcb'T. m^t 

So 

[0002] 

x'Xx;HfaiEiHsa«<7)iiM<!;. 

-y h lC^3jS7r+lS X'P -/ X X 3 

®ii?^W^^S(c<i:oT. IHt. X'-AS 
<b'®*f^!t&^x'XXyU¥{t%<!: LTiiffl0*l^/hLT# 
^Bicsamrs c: t A^Hiis-nTi'So 
[0 0 0 3] x'X'x;i/afF!te(ASf^ii#(Ais^ij^. 'jsa 
ISI#0^iJiS^«H-r S A;A605SjiSB<I'X X X A^eSiE 7 
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iE3i®'>AxA6'^ 

3 *'0¥yslJ^^^ o /c y . T-^x'p^y y'i\A^n 3 

SlfiSilS ? +iTl'5o 

[0 0 0 4] 

^tro*'55PenTfcy^ «SW*t.0<!:LT. SfFl&ro 
?SB 

«ssF^Ta,»<!:j^:^fi<o3^ 
fflStclEStt^iSSELSl\ iESTS^H 

^l5lSiiEaffi*^Si.o 
[0 0 0 5] 

[?|B^*^fl?;£L<J:3<i:-rs^® Lft'LSfi^ev «<JA 
«\ iES«[ 

tglC^y-rSLT. «l«x— >fB1i^atlC7^-trA-r5 

tl5o ^ d 6'6'5 Pp^SiStcS^y^T^lJrnft t 

^6&7-^IB«^^tc7^-trA-r«/c46(Dlf 
$B6Mia5-n^l'7^7-trAS». IBSiSi*. ISHiiff'V 
7.^U. isaiifl:^?£. igEii{I7P'?’3^^iB»LT 

[0006] 

mm^m^ikir^tdsbco^m ±iB®gw^SfiE-r^/t 

fBISj«^*^:^ HuIBfB«jjb'STv>-^n/tf$BSt^tii LXtifu 

fiE?tl5igEJi[t'>A7ATSoT. fjiB7-^-feXga 
A'eSulBIB^Jgft^, |gfBfiS^/x^■r7'2-trA1faii^a 
SL L TSfiE L fcaSL^ k7 -2 -b Alf fg^GJM-r ^ e: <!; tc <fe 
yy=j\y7.t^y7.m.(ommL 
ZfU hP/^^C<fci.H^JIBiB^j«^^|s:cDiEatt®i^EE^^^3S 
1ISiE7i-X<!;. BulBIB^ji»*'luiB7^^-trXga(D 

i 0ufB7 ^ -tr Aga <>: S’! <!: t lciES'tt=&^-r 5 .biga? 

s5iBiBgsiif*ti. imis^tdstmty'p^ 
Xt#$B*'67'?-bX]gfB^atiiL. lu!B7^7-bAg« 
li, ^4tii^+ifctufB7'>-bXtfaitcJ: U 
e7'X^;Hf?S^i5!?^t±JL. X«BuiB7^7-bXlf«HcJ: 
n^^Si'XT -x-? ;utf i2.trfejM7 1 -X 

[0 0 0 7] 11Z.T\ 0ulBMligiE7i-XlCfc'L'T. 
BuiB7^-bXg*li. ijfB^i§E^,Xv-r7^-trAaai^®{ 
^fr57<7-txtt$fisx?#gp<!:. 
apt. gX^#L£:MfB7^7-trX1f$8<!:. 5X^f L/cSLiJ.*:^ 
^fi2LTgL8J[fb7^-bxm$fi^^fi)c-r5^fiKgl5<b^ 
LfcgL»<k7 ^ -b Xt»$SlCBi^7/l/ d' '7 XA^ Si LXa 
SL^bX'^-bXlfii^ftfiE-r^iig^gp.i:^#*'. HuiBIBS! 



iSWix Sfi2?n/caSLjb7^7-tX'|f$8*'6fS^ffl^4 
fiE-r^ss^fiSfijjaPir^^^x HuiBx-^-bx^aiix s 
fiK^-tl/cBijIBfSgffl^ffll'Tx suiBiB^«»<7)iEStt® 

aSE^?T 3 iSliEgP^^t; cfc 3 icafig L T ‘fc cfc l\ 

[0 0 0 8] ^Z.T\ lufBfejMdi-Xtcfcl'Tx SufB 

d U XA^Sfi L Til*i[b7 -b Xlf $8^ 
t. eiM^tifcSL»<b7^7-bXtffg*'67^7-trXtf$S^ 
»*rr^»*Sg)5<!:^^t;<i:3lc«fi)6LTt.d:i\ Cd 
T\ BulB^ligEXx-XHcfeL'Ts SufBX^-bXgS 
ttx ^eicx a^!ra^fB«LTt'«iL^!caiBifai?^# 
fJfBSLa®^^#a5^^x iL3SaiB1*a5*'6gL»a^Si^ 
tti-TilitCcfcyx SLiS^lXtrrSJ:3le^I^LT<tJ: 

I'o 

[0 0 0 9] ZCZ\ SufBmiiSlIdi-Xtcfct'Tx 
BuSB7'7-bXg«lix ireiCx BulB«iL<b7^-bXtffS 
^SLI^at LTHulBa*if«iB1SaPlc±»^ r 5 J: 3 IC^S 
BKLTtJci'o ZCT\ lulBmilSiiEXi-XlCfcl' 

Tx MSB7i7-trXgB(ix ?ettx SLaa^fB«LTb' 

5gLaaiBitgp^^?^x BufBgLaaxtfaptSx gLaaiBit 

gP)f)'6gL»a^^^^tliLx i^^^ajLfcSL^ifaicSdX'T 

LTt<fcl\ 

[0 0 10] CCT-x Bu!Bm1i2iI7I-X^tfcL^Tx 
HuiB7'>-bXg*lix Jeiiix SfiEJti/cHuIBgLiSfcm 
USa.!: LTSuiBiLtSaiB1t®tc±?$ -rs J: 3 tcafi£L 
ZLZTs HuiBKiiXi-Xlcfcl'Tx buIB^I 
«lcx'X^;Utlii^iBSiLTi'5SBgJS1*(ix mUTX 
-b xa$Blc J: V5^d4a;5BijfB^at*'6 
^taU gl^aiL/c:x'X^;Hf$BlC0§^7;Udi;XA^ 

tB^li*' 6 X-X-? tu-r buIB 7 -7 -b x^a 

ttx ^BKS-n/cBi^<b7'X^;Mf^lc«^7;bd'J XA 

^fiSLT7'>-7;Ht$g^ifig-r5^S^gp^^*^x buIB^S 
^7;Ud'J XAlix BU§BBi^7;l/dg XAlc J: 

5 cfc 3 [cafig L T t. J: L'o 

[0 0 1 1] CCT'x BulBliJ^di-Xlcfel'Tx bubB 
^«^T'X^';l/afS^S?jit7BuSB7^^-bX^B(ix T 

7v’'^;Hf$Blclli^7/bdgXA^ffiLT0a^^br'>^ 
busbib^js»«x seg 
?ti/i:ijiBBi^fb7'X'^;Hf$g[i:«^7;bdgXA^i56 
LT7'X^;Htai^^^Lx BufB7^-bXtl$BtcJ:grv 

3Ax By|Ba^7;Ud'JXAlix BufB0i^7;UdgXAtc 
J: g ^fig^ cfc 3 LT t J: 

[0 0 12] ddT'x buIBIe2I7i-XIC£51'Tx buK 
jit.-BufB7 9 

t. p > 7 > 
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-y Si®^^#a3 1. mmufcziyf- 
>'ymizm 1 u x/»^ss uTBg^fba 

i ng^®.!;. ^^^nfcMiePi^fbu 
vx V'yaicm 2 0g^7;i/d' 'j LTxBBg^b 
mibzivxv 

■ya^fflb'T. IX# L/cMBx ->'-51 ji^mmcm 2 bh^t’ 
;l/d' 1; XA^ffi LTBg^fb7='>^! /Utf 3 

0uiBIBgl^<$(S. ^fiE^nfcMIB^* 
Bg^^b3 vxV'yaicM 1 XA^-iSLTBg 

b=i > 7 > ym^^m u mByy-kxtfmicj:u^. 
? tii.HijiB?ifeE^Bg^^b=] y^yym^m^j^bm^sp 
0uiBiB^j«ttii. iretc, ^fi£^+i/cBuiBBi^ 
itT-'y-sijumm^EEmt^mM^^tsj: 3 tc#fi2 lt t, 
<tt\ 

[0 0 13] 

*?^m!:m?>—o(omm(ommt 
LT®lgajifi'>XxA 1 0 Olc^t'TiRB^-r^o 
1 . msEmmyx^AT oo<D^mtmmES 
immmyx^A 1 0 o(oaf*M^«ifi56gij<kLT0i8SE 

iiffl'>XxA3 0SO=3 1 (a) RO-' 

(b) [ZTT.t. 

[00 14] mi (a) tc.T^-r<i:3tC, IgSEa[f>/;^^ 
A3 OtJ. /\-VX;l/=l>t;“i-^i:p<t'J*-K2 0 
/x-yXiUzivfcfiL— 5J{i. x^xx 
U-<a5x +-7tt'-H\ Xtf-*, ^'TyPXP-b'yXv 
RAM. ROM. /\-KxVxya-‘y 

fc‘j. mmmmmLT'(ysi-:^y 

^•y y^'J*-K20tt. 

y=Ei;*- K»APA'6»A?n. /\-VX;l/P>tfa 

[0 0 1 5] 01 (b) [C5r-rj:3lC. iSiliifiXXX 
A3 Hi. K*yX7U:d-. X^';*-K2 0Slf 
'V'y y^'J:^7-K2 0«. ^-y 

VX7 U:l-0y ^ U :^j- K»AP*'5»A?tlT. 
^■y F*VX7U7Ncg*5-+lSo ^-y Hy7>X7U:t 

SIC'S >y K<F>A^gigE^+iTb'5o 
[0016] ij*- K2 05/\-VXlU 

PVt;°:i— 5?[cgiiL. 'r'V^-t>-y h^iiiB5LT. ^^l• 
g|50W e 

ISyiAA/c7'X^;US^^%I^y<^ 'J*- K2 
0 lc»^iiC;o :Atc. 

^ U :^- F 2 0 ^'s-y F<F>X7 U:tlCg 
*L. >;*- F2 OlclBli^tlTb'SX-XXlUSf^ 

item's -y F7v>X7U:tlCcfcy#SLT. 

[00 1 7] dCT'. /'E-VX;UPVt:ii— 

*-F2 0<!;<DP^lCfcb'T. S/c. 'S-y F:F>X7U:t 
t/-=E')tt- F2 0<k(DF^lCfcl'T. ^■\'ly>'XUX/1^ 
>XSJ(^!SliEXP hP/U[cJ:i,#ilgg(^IEi1t<DISiI^ 



2 . ^lEaflXXXA 1 0 0 C 0 #fig 
lSliJiffl->X7A1 0 0(4. 02(c,3^-rj:3lc. U-X 
3>r^f^ai 0SO=y<ti>l*-F2 0*'e#fi)65-4l?.o 
ZL^T\ U-X3'<^g^1 014. 01 (a) SO'' 

(b) [CxT^-r/v-VX/FPVfa-^SO'S-y F7^VX 
7U:tlCtaS'T5o 

[0018] 2. 1 iJ-XX-r^gSI 0(7 )#jS 
'J-XX'T^Jgai 0(4. 77-t?X'*$8IB1*a51 0 1. 
gtaaiBiigpi 02 . 0 3 . «3i«iBi*an 0 

4 . Bg^fbasi 0 5. ssLiiaMSTgp 1 0 6. tssisiias 
1 0 7. BtSS^fiEgPI 0 8. Bi^^^gpi 0 9. 7- 
^!|B1SgP1 1 0SOAai;^an 1 1 A'8itM?4iTl' 

So 

[0 0 19] ';-X34'7gai 0(4. M<*:W{C(4. 7 
-ryPXP-b-yX. RAM. ROM^Ofte^tSx. RO 
MS <5: [c P V tf a - ^ Xp X3 a A'<iBlii3r4lT33 U . X 
-<7PXP't'yX[4. ijiBP>t:a-'SiXPX3Alcfif 
^TiSf^XSo 

(1) AtU23gP1 1 1 

AHi:^a51 1 114. ^iJffl#0#fF^§0«OT. 

*-F2 0<D7— J?IB«gP2 0 9[ClB«?tlTl'S^* 
IfSlcxX-bXfS/ciixDXy-trX'nfB^^^-rSo 7 
7-tXtflfi[4. 0 3[C7vf4:3lC. 3 2tf''yhgTS 
y. y<7y*-F2 0£D7-:?IB«a5©tS^(7)7FUX 
^/T^f7FbXlf$Si:. 0uiBMiSj®X'rX^,77X'rX 
1f$8<!:6'6«lBie?4iSo 7FUXlf$Sl4. 2 4t;''yhS 

T'»y. X'<XafBl4. 8e-y hftT-SSo 
[0 0 2 0] Sfc. Afcb^gPI 1 U4. 7— ?IB«a51 

I 0*'e^^1f$BCT^i^S^ajL. 

a/c. Asoan 

I I (4. 

C T L. L fc^^lf $8 C T ^ 7— ? !B«a? 1 

1 0'\*#Jit?o 

(2) 7X-bxtffsiB«an 0 1 
7X-tXlf$BfB«an 0 1 [4. MftM[C[4. 
y*'s#fi)6^4i. Ty-bxmmsBmt^mmiMXT 

t'So 

[002 1] (3) aiaaiBagpi 0 2 
asaiBitan 0214 . afte^ici4. ¥»«s;;><7y*'e 
03lC5^7J:3%6 4t^''y hgosiaia^® 
e*'C46iBaLTt'S„ aa5ai4. ga<DSiiB#[ciBgs 
?tiSo aacaiBitgpi 0214 . ^^-a5*'6ii]g73-bx 
7'?S#a^SLTfc3-r. XP7-2 h^tlTOSfBa 
#®T'SSo 

[0 0 2 2] (4) •^fiXan 0 3 

^fiESn 0 314. 77-tXlf$B!Baa51 0 IA'677-b 
xif^^is^aju. ajsaiBaasi 0 2 6'6SLara^ii 
^ajfo ;a(c. 0 3tc,7rct3[c. m?i-^LTcmBTy 
-trXlf$B<5;. li3^[liLfcMiBgLaa®Tfi3 2 tf'-y h<t 
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■rso 

[0 0 2 3] (5) 0 4 

ftai^KtiS^I 0 4li. aftWtCti. 

5 6 e-y hgfOttji^U 
'J— ^T'T^gai OIS:. :^=E')ts-¥2 

0 6'6«iil*ietgSI52 0 1 [ciBtSir+iTi'^ftjiau k 

«ji@fBita5i 0 4(i, m^Ltci^m 
auK^iBitrso 

[0 0 2 4] «ji^lB«a? 1 0 4ti. 9^m''Smm7X 

IB1S#gT'S5„ 

(6) Bi^fban 0 5 

Bi^lb® 1 0 5 (i. ttiiUSBItgR 1 0 4 6'eftii^U K 
-^fiKSPI 0 3 6'6SLIS<b7^-bXlf«ii^§ 
im^o Bt^^bBPI 0 5li. 

T. S^tlS^f^:a,l^1b7^7-trX1f$8^cilS#7;^n''JX^ 
E1^S(5LTBg^1b7'j7-b;^t|«iR1^^fig-r5, CC 
T\ iii^<b®i 0 0i^7n/d'i;XAE i iiLT. 

(iCl) V2' =F1 (R1. UK 
CCZ\ MlifF 1 (a. b) It. — ^J<!;Lr. atbt 
(Secure 

Hash Algorithm) ^mtmmZSi^o 
+it. ^^^.xx-rja»?T'SSo 
[0 0 2 7] tismi® 1 0 7li. +SS1SE352 0 7*' 
6is§(iv 2 ffisiigiEan 0 7ii. 

M2tM2’ i:*^-S[-r5*'S*'^¥iJBTL. -SfL^l' 
U*- K2 

L. ‘^<Dmmmr:nLz\m(om^(r>m^^n±t^. 

(jC2) V 1 =F2 (R2. UK) 
(9) 0 8 

0 8(i. ;»<^U*-K2 0*'!iE^&SS 

(^3) VK = F3 (R K R2) 
Bts^^figgpi 0 8li. ^fi£LFcB$^18VK^Bg 

^is^an 0 9^tti:^-rSo 
[0 0 2 9] (10) ffg^tt^gPI 0 9 

0 9ii. ost'em^mv 

K^Sim^o Bi^li^an 0 9li. Bg^^t^g|52 1 0 
*'e.Bi^(b^*'n$SE n c cT^simv. mdmmm 
VK^ffll'T^ fl§^(b^^tfaiEncCT{C^g^71H^ 
>jxAD3^mLzMmmmcT^^mu ^belfc^ 
^1f$BCT^7-^IB1tan 1 0^»#i^?5„ 

[0 0 3 0] c:zz\ Bg^a^gpi 0 9(i. m^yjuzJ 
>JXL,E3tLZ. DES^fflb'5„ fFc. Bg^«^SI5 

1 0 9li. X— S*!B«gP1 1 0A'6^^1f$fiCT^ii*^ 

mu luiB^S^VK^ffll'T^ ^jS^ti$BCT{CBg^7 
ll:S>JXhE 2 L TBi^(b#S^tf fg E n c C T 

fiEL. SfiELfcBg^(b^^1f$BEncCT^Bi^(t^g|5 



DES(Data Encryption Stand 
a r d) 

[0 0 2 5] :XIC. Bi^(ban o 5ii, ^mLtcVBmt 
7^-trXlfaiR 1 ^iSISIIgpi 0 7 i:. gLJSSMSf 
gpi 0 6i:. B#S®ifiE®1 0 8t'\mtlt^. ^fc. 
^fiELfcBg^(b7'7-tXtf?fiR 1 ^tU7j-K2 0 
®«^bSP2 0 5 iv tlSiSsigiJ2 0 7 i:. Btg^^fiE 
gP2 0 8<!:'\aiEDl-^o CCDcfc^lcLT^fiE^nfcBi^ 
(b7'?-bXlfSR 1 it. 7^-HXmicmn. (sera 
mb I e) ^iaS^Si^LT^#5n5m^b1f$ST•S5o 
[0 0 2 6] (7) aiESMSTan 0 6 

0 6ii. Bi^(bgi5i 0 5*'eBi^(b7^ 
-trXlflSRI^SttffiUs g(t®ofcBi^(b7'7-trXti 
$BR 1 ^mcr^nmmt uTSLiEaiBit® i o 2 ^±» 

(8) *gsiga®1 0 7 

fflS^IEgm 0 7li. Bi^(b7^-bXtS$8R 1 ^^im 
V. ftiia!B1tSI51 0 4*'6ftii^UK«K3,^a]L. § 
ItlE-ofcR 1 iKiil^U 5t1lcJ:U. f5 

^(iiv2' ^nmt^o 

= SH A (R 1 +U K) 

-m.tim-^icit. tlSigilgpi 0 7ii. 

2 06'IES*^HT-S§<big®L. ((5<D«fiE®cJ^LT 

[0 0 2 8] $Fc. tlSISEgPI 0 7ii. aiESfiEg(52 
0At"E>mLR2^^im^). ^im^fcSJSiLR2t. 
MIB^tiiSIUKii^fflL'T. iC2tcJ:U. liS^fiV 1 ^ 

UtilLv HajLfcfS^dV 1 ^^§St?lEgl5 2 0 7^aE3 

■rso 

SHA (R2 + UK) 

^[b7^HzXlf?BR 1 i:aSSR 2 R 1 t 

R2tl7E>. iE3^ffil'TB#Sl®VK^ifiE-r§ 

SHA (R 1 +R 2) 

2 1 O^asElf 

[0 0 3 1] ZZZ\ Bg^lt^gpi 0 9li. Bi^7;U=[ 
')XhE2tLZ. DES^fflL'So 
(11) X— S«?B1*gP1 1 0 
X— >§B1t951 1 Oli. 

«fiE^tl. ^^1f$8CTi&HB1fr«$i®^(iATt'So 
[0 0 3 2] 2. 2 J^=E')tl- K2 0 

P«tU*-K2 0li. ttiiafB«g|32 0 K £LISafB1* 
SU2 0 2. SLIEilMfrg|52 0 3. gLIE^^gP 2 0 4 . It 
^^bSP2 0 5. 5^iHa52 0 6. fflSlSEg|52 0 7. BfS 
aSfiE® 2 0 8. X - sBlf 95 2 0 9 ^X}SBW<&^^ 2 
1 ofreffifiEirnTi'^. 

[0 0 3 3] (1) «ii»fB1t952 0 1 
«aasB1t952 0 Hi. M<*WlCli. 

«lfiE?tl. 5 6 e-y h^cOttJiiiU K^IBIt LTL'^o 




(7) 
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ftaiSI U K li. ^ =E U * - K 2 0 (Ollii® 

So J^jiHfB1*gl?2 0 1 (i. 

S^IS^^LTfc6-r'v h?nTL'SIB1t^l8 

T'^So 

[0 0 3 4] (2) SLiSafB1tgB2 0 2 

SLI»Si31ta52 0 2[i. 

6 4 e '> h ^o^nmm^tb e *' u46fBis lt 

C'Sc SL»ati. P<t'J*-K2 0<0lijSB#[C|BMJl3rtX 
So SL3saiBita?2 0 2tt, 9^m''‘imm7'7iixT-^ 
S#fg^^LTfc6-r. ^Px-? h^tlTl'SIBIt#® 

T'cfeSo 

[0 0 3 5] (3) iL^ifiJSg|52 0 4 

gLS(ifi!6SI5 2 0 4 IS. SLD(atB1Sg|3 2 0 2*'eSLISa^ 

l!$R2^Sfi£U Sfi)6LfciLjaR2^fLiaa$»fgl52 0 
3<t. tli;iSIIgP2 0 7<!:. 0^^^ifi)6g|52O8,!;'\ai 
tiU ^fi£L7i:gL3SR 2^i;— J^'x-r^gSI OOtglC 
i?iiEgB 1 0 7 i. PtSSSfiggP 1 0 8 i'vai^-rSo 
[0 0 3 6] (4) aiiaM»fg|52 0 3 
gLSSMSfgP 2 0 3 (S. SLii^^gl? 2 0 4 A'6aSCR 2 
V . gttlSo /cSLSBe R 2 ^SSlf /c?5:iL?Sai; LT 
iLisaiBi*si52 0 2's±»?-rSo 

(iC4) V2 = F 1 (R 1. UK) = 
ZZ7:\ FI IS. lU (c,^-rF 1 <!;|W| L^iSTStUf J: 
l\ 

[0 0 3 9] STc. tlSigESI52 0 7[S. aiB5tBEaP2 
(iC5) vr =F2 (R2. UK) 
ZZT\ F 2 iC 2 [C.T^-r F 2 i: J: 

t'o 

[0040] 'Me. ^ISlSSEgP 2 0 7 IS. ifiSIgSaJ 1 

0 7*'6 V 1 ^SttlXU. V 1 i: V 1 ' <b*’i-Sfc-rS*' 

1 0 6'^iE^^KT$;5i:!S^L. ftS(75ifMgp[cJ^LT 

-srrsii^icfs. fis 
ISEEgP 2 0 7 IS. U — -< ■? 1 0 *'IE^35:iiaT 

(iC6) VK = F3 (R1. R2) 
ZZT\ F3tS. iC3tC,^TB§i0[F3i:[^LT®So 
[0 0 4 2] 'MZ. l^^giSfi2gl52 0 8{S. 
s®vK^Bg^a^g52 1 o^tii*-rso 
(9) x-^IB«gP2 0 9 
x-^iB1fgP2 0 9[S. aftiWlclS. 

^^'*$BCT:&iB1frS^^^1li;^Tt'S. 

[0 0 4 3] (10) 0i^^t^a!2 1 0 

Bi^«^gP2 1 0(S. 0tS^^)36a?2 0 8 6'SB$SliV 
K^StSIXSo 1 OIS. 0 9 

n c C T^gtSUJU. 0 ijiBB#SSI 
V K^fflL'T. 0g^<b#^1fSiE n c C Tlzm^TlVzi 
'JXL.D 2^mLT%m^mCT^^^L. ±mLTc=B 
*1f$SCT^T-'S'IB1Sa52 0 9(Dlu!B7'7-bXtf$8[C 
J:U^?ns^a^»$JiCro 



(5) ^^fba?2 0 5 

^^fbBP2 0 5(S. «)ilgilB1tg|5 2 0 1 6'6«>ilgiU K 
=&i^^a3L. Bi^fbgPI 0 5*'6Bi^ib7^^'-bXlfffiR 
l^glt^So Mz. Dg^tliL/cttii^UK^fflL'T. 
§ttlXo/cBi^fbT'7-trXlf$BR 1 ic. m^T)\^Z!>JX 
L.D 1 ^SSLT. gL!IS1b7'^-trXlf$S^Sfi£L. ^figL 

rcMM\t7'p-^x^m^^im2 o 6'\ttj;^-rSo 

[0 0 3 7] TCT. «^<bSP2 0 5(S. 'iM^XJlyZf'J 
XL.D^tLZ. DES^ffll'So ^S^7;^Il'|JX^D 
1 1S. Bi^TlUd'JXAE 1 
«^fSo 

(6) »S|gP2 0 6 

»StBI52 0 6tS. «^1ba52 0 5A'SSL*i(fb7^-bXtt 
Stt®JofcgLU<b7-7-bXlf$B*'6. ^ 
0±ffi3 2 L'y LT»!i 

L. 7^-bXtf$8^x-^IB«g|52 0 9^tb;^-rSo 
[0 0 3 8] (7) if@i;igEBP2 0 7 
fflSiSfiEg|52 0 7 It. «jimBttg|52 0 1 *'6ttaiiiU 

K^ms^ajL. § 

ISUo/cR 1 i;«)SliUK<!:^ffll.'T. iC4[Cj:U. JS 
siiv2«-»[DL. »ajLfcV2^u-is«x'r^gai 
0(7)^i5i8EgB1 0 7'\aj:^-rs„ 

= SHA (R 1 +UK) 

0 46'eSL3SR2^§tt®(U. SttlXo/cgLiKR 2 <>;. 
HUlBStJilgUKi^fflL'T. iCStCcfcU. JS^flVI' 
^stii-rso 
= SHA (R2 + UK) 

mmmcmzT^LzmcoibifcDmj^ 

[0 04 1] (8) B#gaSfi£gP2 0 8 

B$sa^fi)6a52 0 8is. 

g*T«S<!:iS^?n. i!)[^^7)II^T?fF^^tlSJi^ 

[C. Wb7^-trXlf$gR 1 <!:gLiSR2,!;^§[SKU. 
R1<bR2i*'6. iCO^ffll'TBt^HVK^^fig-rS 

= SHA (R 1 +R2) 

[0 0 4 4] ZZZ. Bi^^^gP2 1 0[S. ^t^7/l/d‘ 
UXAD2i:LT. DES^ffll'So «^7;HI'UXA 
D 2 [S. fli^7iHrU XA E 2 IZJ: U Sl/tag^X 

^^^■rSo sfc. Bg^a^sP 2 1 ois. x— j^iBitai 
2 0 9(7)BafB7‘7-tXlffB[Cd:U,T^^nS^lSE*'e^^ 
ItlgCT^iiS^taL. HUlBB#$^VK^ffll'T. 

® C T lcag^7yUd 'J XZx E 3 ^S6 LTBi^<b^s^1f fg 
E n c CT^^figL. ^figL/h0i^fb®^1fifiE n c C 
T^Bi^^^an 0 9'\i±i:>3-rSo 
[0045] ZZZ. Bi^a^a32 1 OIS. 0i^7;l/J‘ 
UXAE3iLT. DES^fflL'So 'iM^ZJl^ZnjXL, 
D3[S. Bi^7/HP;XAE 3[::S:yS^?nfcBil^3t 

3. mmmm'>x7Ai ooco»fF 
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(1) ms^iULWi^ 

0RX}?^=E'Jt)- K2 OCOgjmcoi'Tx @4~1I51C 

[0046] 'J— ?'5'r^gMi o 

its m^ (b) iciTit^'yl='f^y7.^[yt(0iioic. ^ 
^ 'j t>- 

<ha^LTi«0fl-rSo #^SP1 0 3li. SLUSIBISSBI 

0 2 6'egLiica^iI^lliLs 7■?^2X1^^BiBtSan 0 1 
*'67'>-trxm$S^M?^tiiU Sc^tiiL/cfuIBgLaat 
M^tiJL/cHuiB7'2-bXlf$fi<!:^^fi!6LT. nMitT'7 

(X7-y7S 10 1), Bi^fbSPtt, 
ftai^fBISgPI 0 4A'bJ^ii^^^?fajU mS^iULtc 
HuiB«iili^fflt'TgLi!Sfb7‘?Hz;^1f$B^Bg^{kLT0g 
^^b7'>-bXlf®R 1 (X^'yys 10 2), 

fflSiSEEgPI 0 7li, V2' =F 1 (R1)^»aHL 
(X7-y7S 1 0 3) , a,»aM»f®1 0 6tt, 

^rdSumtT'p^T.mmmtcri^imt lt£l»«ib 
I tgpi 0 2[c±S$f« a7-y7S10 4)o 
[0 0 4 7] Bi^[bg|51 0 5[i, ^fiSLLtd%mtT<7-t 
Xlf$8R 1^y<^iJ*-K2 0'\tti:)lL, /t'7*-K 
0^iS|g|iEg|3 2 0 7li, Bi^ib7'?-trXlf¥fiR 1 

(T.7-y7S10 5) o fflSISiia52 0 7«, V2 
= F1 (R 1) (7.7'y7S 1 0 6) , V2^ 

ij-^'5^^gai OCO+iSil8Ea51 0 7'\{1S73U 
SiSHan0 7li, V2^§ttlXi. (X7-y7S10 
7) 0 

[0 0 4 8 ] ^SiMgPI 0 7(i, V2tM2' tif- 
SjfSA'SA'^WWL, U7y7 

S108) , y<^i;;^-K2 0*’i^IE^g»T'®;5i;^ 
SL, W^(D®l[t^4>lJ:-r5o (X7 

■y7S10 8) , ifeSiSEHP 1 0 7 (S:, y<t'J*-K2 
0*'IE^^gaT'^5<!:iS^L, y«^g*-K2 0<Da 
3S4fiEgP2 0 4[s, fl.ii(aiBi*gP2 0 2f'^^nm^m 
BS?^ti]L/c:gL»a^fflL'TiL?KR2 5^fieL 
(X7-y7S 10 9), ifflSigEgP2 07(i, VI' = 
F2 (R2) ^WtliL (X7-y7S 110), 
fr® 2 0 3 li, Sfie? nfcSLIfc R 2 L 

TgL»aSB«g|52 0 2[C±»^-T5 Ux‘y7S 1 1 
1) , fi.tSifi)6g|52 0 4li, ^fiEL/ca»R2:& 
i;-^-5^^gaii ootssisEan 0 7^ai77U « 
SigESP107«, gLi!fR2^S[t®[t) Ux-y7S1 

1 2) , ^gSiSESm 0 7tS, V 1 =F 2 (R2) 

J52L (T.7'y7S 113), ^figLfcV 1 

K 2 0 OtlSiSESP 2 0 7 L, ^gSlSESP 2 0 7 

li, V 1 (Z7'y7S 1 1 4) „ 

[0049] :^tC, fflSiSESP 207 tSSiSESP 207 
[J, vitvr -SfL 

U7'y7S1 1 5) , V— 95 'I''? US 
1 0 6'!^iE^^«T'£^i:is^L, 



(X7'y7S 1 1 5) , ffiSiSE 
g|5207«, V— 9'5<^gffi1 
.big^L, u-9‘5-r^g»i ooB^sn^figan 08 
«, R^ U7 

•y7S1 2 1 ) „ y^|;*-K2O0^i^^b®2O5 
li, «jilitB1Sa52 0 1 6'ettii^u K^Dg^ajL, g? 

1 ^«^LTaiifb7'9 
(X7'y7S1 2 2) , »g|g|!2 0 6 
«, a»fb7'9-trZlf$B6'67^^-b7:lt$B^5JSIL U 
x'y7S1 2 3) , 0tgSafi2g|52O8lS, R 1 i: R 2 
<t^fflt'TBS$SIVK^^J3iL (X7'y7S1 2 4) , 
Bi^^^HP2 1 Ott, 7^7-feXlfffi[;:<feU^5-tl^7- 
^JfB1*gP2O9 0^iiSE*'6S^1f$BCT^gS^tiJL U 
7-y7S 1 2 5) , Bi^a^g|52 1 OtS, 

Sav K^fflL'Tgg^ai L/cBuIB^^1f$BC T^Bi^fb 
LTfli^[b^^1t?8En cCT^tfigL (X7-y7S 1 
2 6 ) , :tfi£t/cBi^<b^*tiaiEn cCT^'J-^5 
4'^gBi oo)Bi#a^gi5i 0 9^mt]r^ U7'y7 
S 1 27) o 

[0 0 5 0] Bi^^t^an 0 9li, BtSHVK^fflt'T 
B§^^b#*1f$gE n c C 

fi2LT7— 9IB«an 1 (X7'y7S 1 2 

8) , AdiTlHPI 1 Hi, 9fait® 

1 1 Oft'egg^^tDL, 

^IcSgSLTtli^l-r^ U7-y7S 1 2 9) „ 

(2) 

*SE)Ht'>AxiA 1 0 0^«fi£-r5'J-^54'^g»1 
0St» ^ V *- K 2 0 t0i!if^[COl'T, m 6 [C/TTt7 

[0 0 5 1] CCTli, OW, 01 

(a) lO^-r/\-y:F;l/=l>tfa— 9<DJ:3[C, /IE'; 

S/c, 

®7\ 04~0 5(7)7n 

-7-\'-h<^>X7-y7S 1 2 5~S 1 2 9^, 06lC/^ 
f 77-y7tC»S)ft;^5<!:ISEjiif->77/x 1 0 OOH 

[0 0 5 2] Bg^a^SPI 0 9(S, x-'9fB1fgin 1 0 
6'6g=^1ffBCT?li?^aiL (77'y7S 1 3 1 ) , Bt 
SliV T^Bi^fbLT 

Bi^<b^jg1t$gCT^S^L (A7'y7S1 32) , S 
fig L /cBf^fb^^lf fg CT?y^iJ*-K20 OBi^« 
•^gP2 1 O'NJUTiL, Bi^^^gP2 1 Oli, Bi^^b^^ 
(77-y7S 1 3 3) » 

[0 0 5 3] Bg^«^gP2 1 0(i, Bi^^b^j^lffSiE n 
c C T«-B#S!»V K^fflL'T^^LT§^1f$gC 
fiEL U7'y7S1 3 4) , Sfi£L/i:^3^1t$BC T^bu 
!B77-bXlf«TvT^l*-tl57-^iB1S®2 0 9F*gcOM® 
Ux'y7S 1 3 5) » 

4. $<k46 
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i-X±itt0^L/i:cfc3tc, tSSiSEEiiUBtlC, S* 

T’^-feX-rSfctoOtS ai(Olt® 1 t^S 46 ^ ^ 

So 

[0 0 5 4] €lC^Ex— JiiBIS^aiCT^^-tX 

ct^t::TSi:,!:*^T^So S/c, 

^ IBtt^iSElc 7 ^ 4z 7,-r S fci!)<07 -tr 7.1f L 

Tl'^l'OT\ iLlifOJllKg14^ig<56Sc:i:*''r^So 
[0 0 5 5] 5. |gHSffl'>7.7/4 1 0 0 a 
issi)iffl'>x7A 1 0 O0mmt LZ(ommmm'>x 
7A 1 0 0 a lCOL'TSi0^7So 
5 . 1 tSSEM1W'>X^A 10 0a 

mmmm'>7.v^iK i o o a li. m? tzmtj: 3 tc. >j - 

0ai:^^U*-K2 0i:)!)'e«fi2?ti 

So 

[0 0 5 6] ^^Ij:^7-K2 0[i^ m2lZ^^t^=E>Jt} 
-F2otiwi:z^^(DZ\ iizzn. mBM^mr 
So 'J-^?'34'^gai 0a«, 7'2-trXlf?BIB1«g|51 
0 1 . 3L»aiB1tgl? 10 2. ■&figgp 10 3. «5I^IB1t 
a? 1 0 4. Bi^fbSP 10 5. ^mmws \^ i o 6. ss 
isiiasi 0 7. B#$aifi£an o s. si^a^an o 
9. 7-tS^iBltan 1 0. AtbTjgPI 1 1 
HP1 1 2*'6^Sfi2^ti7l'So 
[00 5 7] 

LT. J.XTtctM0J7So ^cOfte<Ojt[c-Pt'T«. ')-^ 
oti^uT'SsoT-. itt^^^BsrSo 
(1) SLiiifigasi 1 2 

iLns^^asi 1 2ii. a.ii«fBitaJi 0 2*'6gLiifa=& 
^3^aj L. LtdSjm^mi''Z e 4 t;'-y h^osi 
ifigL/cSLIil^^fSan O 3 tSLicaM^r 

a?i 0 6 <t:'\tU:^7So 

[0 0 5 8] (2) SLiSaSSfasi 0 6 

aiaaMafan 0 6ii. giiii^ffiasi 1 2 6'6a.igf^§ 

liasi 0 2'\±a$7So 
(3) ^fiUasi 0 3 

•&fiEan 0 3«. aii^figan i 2*'6SLiii^§ttix 
►J. 7-7-trXlf$BIB1ta51 0 1 *'67'7-bXlf«^SI^ 
tuu St:^®{o/cijiBaiii:^^ffiL/ctrilB7'?-bXlf 
$B<t^^fi!6LT. gL3S<b7X-tX'ff$B^^fi!t7S„ 

[0 0 5 9] 5. 2 lSSEji[i'>X7L.1 OOaOillf^ 
l?lliE5afl'>X7/* 1 0 0 a OibmcoO'T. 08lC5^f 

7P-7A'-f'^fflL'TittB^-rSo SLUSfiEan i 2 

ti. SL»«IB1Sa51 0 2*'6aSi{a^M?^tiit (X7-y 
7S20 1) . K?^a]LfcgLij[a^ffll'T6 4li''y hft 
<OSLii^4fi£L (X7'y7S2 0 2) . SLUaMaraJI 



0 6 (i. SLIXS fig® 1 1 2 6 ' 6 aif^SttlX‘J. 
o/caa^arfc^aiia.!: LTatsaiBii® 1 0 2 ^± 

»^-rS (X7-y7S2 0 3) o :^lc. •&fi)6a510 3 

li. ans^^san 1 2 6 ' 8 gLa^§ttlS‘J. 7 X -texts 
$ 8 iBtian 0 1 *'e 7 x-texif$B^if^tiiL. S[t®o 

/cBijIBa,»<!:l5t^tli L/bBufB7X-teXlf$B<!:^^fi£L 
T. SL»tb7X-teXtS$fi^^J36-rS (Xx-y7S2 0 

4) o 

[0 0 6 0 ] :WC. 04OXT'y7S 1 0 2'\^<» IX 

Tli. ^EEifitt'>XxA 1 OOrolJljt^tl^UT-^StT) 
7. IttB^^^BSrSo 

5. 3 $i;a6 

JX±Bi^ L/i: J: 3 {c. SLIScDMfrlt«[ffi7-:?fB1*^St3 
IC7 7 -texr S fc4607 X -te XtS$fi*W 
7. ailSOJll«0tt^B46SJbi:*'7^So 
[006 1] 6. ISEiitS'>X7A 100b 
ISiiBiti'XXxA 10 0a L70lg|IiitI'> 

XxL. 1 0 0 blC-7l'7l«B^-rSo 

6 . 1 |giIjitS'>X 7 L .1 OObOtSfiE 
iSEjiti'>X 7 A 1 0 0 b«. E 19 lc, 7 ^-rJ: 3 lc. ')- 
73'r7"^ai 0btp<^i;*-K2 0b<!:/)'6«)5)c? 

tlSo 

[0062] (1) 'J-73-<7^S1 0b(0«)S 
■J-73'r'7g»i ob(i. 7X-teXlf$fiiB1ta5i 0 
1 . giS{«iBtian 0 2 . -^fixasi 0 3 . fts^iBisas 

1 0 4. ss^tban 0 5. sLisassfasi 06 . tssis 
EEgPI 0 7. BSSSi^fiEaJI 0 8. x'-^flBItgPI 1 
0. Adii^an 1 1. sLiSi^asi 1 2 . avxv'xa 

1 3 . Bi^tbgpi 1 4 . =i>7v'y«DPis$B*B 
i*a5i 1 5 . Bg^s^gpi 1 6 si>' 0 s^tban 1 7 *'6 

«fiE^ti7l'So 

[0 0 6 3] JXTtCfc't'7. iJ-73-rX^ai Oai: 
®4iJijS^ct3-L'<!: L7B40^7S„ ^-a)fte®;^tc-7l'7 
tt. U-774'^Siai Oa<hPL:7®S07. 
^BSL7t'S„ 

(a) AdJ:^an 1 1 
AdJ:»3gpi 1 Hi. 

^ifmtcziy^ry'ymm 
^PV7>'y«DPtl$BIB1tgPl 1 5[cSta.t:o 
[0 0 6 4] ZZZ\ P>7>'yt^])PtS$80-fi'J[i. P 
>7>’yo)S4is]ls. ffifflagF^7S‘A pv^v’yt't/iP 
IfiBli. 8te''>b^7®So a/c. AtiJ:^a51 1 Hi. 
fiJffl#(Dlsmi:i:‘jPV7V'y7-7c L. PS 
t#L/cPV7>'y7-7CD^7-7iB1*an 1 oic* 
^iifeo iIC7. P>7>'y7-7CD[i. —aJi:L7 
^^PV7>'ytS$S7SS„ 

[0 0 6 5] (b) SLisiPsan 1 2 
SL»4pjgpi 1 2(i. sjSL/caafR3^pv7V'y» 
4«a51 1 3'\d3S37So 
(c) pvxv'ynapsasi 1 3 
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=1 > X > -y 1 1 3 (i. a > X > 

an 1 5*'envxV'y(^))Ptfai^ii^ajL. aasEfiE 

an 1 26'6SLiSR3^gltlSy. iLliR3tgS^ajL 

(xC7) CK = F4 (R3. Zl>x> 

==i>x>'yf^»aifffi ( 

+(i. X— S?i:x— 

5o 

[0 0 6 6] n^xv-yii^sEan i 3». 
L/cuvxV'yacK^Bg^fkan i4<h> eg^fkan 
1 7t'\tatit^. 

(d) Bg^fkan 1 4 

0g^(kan 1 4ii. =ivx>'y^^€an i 3*'6=iv 
xV'y^CK^gttSXU. J^ii^Eltail 0 46'6ftJi 
HUK^m^hHU § 

(tlXofcnVxV'y^C KtCBg^^kZ/mUXAE 4^ 
S6LTBg^fk=i>x>'yl®EncCK^^fiEU 
^cBg^^k=l>x>'>lgEn cCK^Bg^^i^an 1 6^\ 

[0 0 6 7] ZZT\ Bg^fkan 14«. Bg^7;m''; 
XhEAtLT. DES^fflO'So 

(e) Bg^«^an 1 6 

Bg^«^a?1 1 6li. Bg^fkan 1 4*'6Bg^{k=l>x 
y'mE n c C S(tffioft:Bg^]k=l>x 

V'y^EncCKtC. Bg^T'^Udf 

UX/xE 2^SgLTE n c (EncCK) «-^fi£U S 
^iKL/cEnc (EncCK) ^Bg^«^gB2 1 1 

[0 0 6 8] CCT'. Bgl^^^gPI 1 6«. Bg^7lUJ 
iJXAE2i:LT. DES^fflnSo 

(f) Bg^fkan 1 7 



/c=i>x>'yWi$B^fflnT. ^^:7^CJ:^J. Zivxv 
‘yUCK^^m-r^o CC:T\ =l>x>'y^CKld:. 6 
4^')/ h^T'SSo 
'y#JIP1f«) 

8 If-y h^) + R 3 0Tfit 5 6 h 

'vajTDfS^ 

(b) Bg^a^a?2 1 1 

Bg^«^a52 1 1 ti. B$Sli^fiEa52 0 8*'6B#S«V 
K5-g(tlSy. Bg^^t^an 1 6 6'6E n c (EncC 
K) ^§(tlX§o 

[007 1] ;X(Cs Bg^^g^ai2 1 1 li. B^S'SIV 
fflnTEnc (EncCK) tC]#^7’;Ud'i;XZ^D 2^ 
SSLTBg^^kziVxV'yllE n c C ^fiEL 

/cBg^{ka>x>'>||E n c C K^HufB7'7-trX1f^g^C 
J:y5^^ti5jax-^fS31ta5 2 1 2 0f!iisE^i;»^^^>tro 

(c) ^x— S!iB^a5 2 1 2 

lix— ?HBtta52 1 2li. Bg^fkaVxV'yigE n c C 
K^IBISf^^iSE^ti^So 
[0 0 7 2] (d) X— ?IB1ta52 1 3 
X— S'fB1ta32 1 3(i. Bg^<k=l>xV7x— ? E n c 
C D:&g(tlXy. g(tlX^/cBg^fk=l>xV'yx— ? E 
n cCD^SBItrSo 
6. 2 iS£EjSffl'>XxA 1 0 0 
|gffiii(t->Xxix 1 OObOimmt. l?!Eji(l'>Xx^ 
1 0 0a(Di[imc)H«LTl'5o CCTtS. ig|Eifl-> 
XxA 10 0a 

[0 0 7 3] igEjfliv'XxA 1 0 0 bOiimS. !SII 
jifg'>Xx/x1 0 0 aOJKI^^-g^fXP-^-V- 
■6. xx'vxs 1 2 uxf^^ign oicg^-rxp-^^A'- 

Hc«?Jft^fc7P-^ + -h(C<fcU,^?n5„ P>x 



Bg^fkan 1 7(i. X— jfiB«an i ob'6p>x>’y 
x-^CD^BI5^tiiL. ii^^tgL^cPVxV'yx—SiC 
Die. PVxV’XSICK^ffll'Tv Bg^^kT'/Udf'JXA 
E S^SSLTBg^'fkPVxV'Xx— 7E n c CD^^fiE 
Bg^ikan 1 7(i. ^fiELfcBg^(kPVx 
V'Xx-^ EncC D^x— S?IB1tgP2 1 3^tUX|-r 
So 

[0 0 6 9] Cd7\ Bg^fkan 1 7\t. Bg^7/Hf'J 
XAE5i:LTs DES^ffll'So 
(2) y^';*-K2 0b<DffifiE 
y t U *- K 2 0 b (S. ftji^iBItgP 2 0 1. SLIEaiB 
1«a52 0 2. SLIEaMilfa52 0 3. gL»S^iEa5 2 0 4. 
^^1ka32 0 5. »!ia32 0 6. ffii;igIiaJ2 0 7. B^ 
S^4fiEai2 0 8. Bg^«^a?2 1 1 . ^X— SffBtigP 
2 1 2St>x-^IB1ta5 2 1 3*'b«fiE^tlTnSo 
[0 0 7 0] JXTlefcl'T. y^U*-K2 0t®ffl)i 
LTiKB^rSo y^=E 

'J*-K2 0<!:|WU:t-^S< 07\ sKR^^^SSLTl'So 
(a) Bg^SiSfiEa52 0 8 

0 8(i. Btsilv K^Bg^^a^a52 1 1 



v'yasfiEan 1 3i*. p>xV'y«j)Dif$BiBiian i 

5*'6P>x>'y^^J]Plf$fi^B!^lUL (Xx';/XS3 0 

1) . SLIESBiEan 1 2(i. SfiEL/cgLIER3^P>x 
>'ygi^fiEgpi 1 3'\tii73U P7x>'y^^fiEan i 
3li. SLJSSfiEan 1 2b'eR3^g(tlEy. R3,!:i^ 
^ajL/cP>x>'y^^JlPlf$B^ffll'T. P>xV7^C 
K^^fiEL. ^fiEUfcPVxV'XlBCK^Bg^fkan 1 
4<k. Bg^ikan 1 7t'\\iitlL (Xx'>XS3 0 

2) . Bg^fkan 1 4ii. pvxV'XS^^iEan i 3 A' 
6P>x7’y^CK^g(:)-lX‘J. «)SSSB1tan 0 4*' 
e«JisuK^ii*^aiL. 

T. gltPXoftPVxV'y^C K(CBg^^k7;l/d'UXX^ 
E4^)»LTBg^fkPVx>'y(giE n c C K^i^EU 
^fiELfcBg^fkPVxV-y^E n c C K^Bg^^I^an 
1 6'\tatlt^ (Xx-yXS 3 0 3) o ^klc. Bg^«^ 
an 1 6«. Bg^fkPVxV'yfilE n c CK^mm 

U. gltlSxfcBg^fkPVxVySE n c C KlCB^S^ 
VK:£fflnTBg^X/H)'i;XAE 25S6LTE n c (E 
neCK) ^4fiEL (Xx'>XS 3 0 4) . Bg^a^ai 
1 1 6(i. ^fiELfcE n c (EncCK) ^Bg^a^gp 
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2 1 1 Bg^a#gP2 1 1 E n c (E n c 

CK) (Xx-y:^S 3 0 5) , 

1 1 li. E n c (E n c C K) ICBfSliV 

2^S6LTBi^(bl1 VxV'yaE n c 
CK^&SfiEL. ^^L/cfli^(b=l>5^>';/^En cCK 
^Su!a7<7-tX'n?0l!;<i: j!iB«gP2 1 

2(7)Mc»^J^>t^ (X7'yXS 3 0 6) o 
[0 0 7 4] Bg^fbsci 1 m. T-'jfiBtigm i o*' 
enVxV'yr— JfCD^SI^tbL (X7'y7S3 0 

7) . S?^tBLfc:=lV7>'y7-^CDlCZlVx>'ya 

C K^ffll'TBi^(b7;HrUXAE S^SSLTBi^'fbl] 
>7>'y7-^En (X7‘yXS3 0 

8) , Bg^(ban 1 7(J. 4^L/ciii^lb=i>7>'y7 
— J?En cCD^x— ?iB1*a?2 1 3'\diXlU 9-^ 
IB1tg|52 1 3li. Bg^-fbzIV^V'yx— SiEncCD^ 
S(tlS‘J (X7'>XS3 0 9) . X— JJlBtiai2 1 3 
lis §tt®o/cBi^(ba V7V'y7— > E n c C D^fB 
«r« (xx'j/xs 3 1 0) o 

[0075] 6. 3 

i-X±lK0^ Lfc J: =) tc, iSSEjiff ->XxA 10 0b icfc'l' 
T. =i>7>’y7-^^Bi^fb-rs/ci6<D=]V7>'y|| 

X -b Xlf t 

7. 

*?«P^^±iBOII]5g<DBXI(cS':3l'T!KR0LT^ 
/c6\ ±ii(Dmm(owMim^^nrsx^<Dit 

fS5A.T'S5, WTcDcfc3^1i^t:|:fg0^{C#Sn 

[0076] ( 1 ) ±IB(Ol|]i<DffJlig(Cfct'T. 99^ 

3t^<b'<7)X5:r— S?s □ Vtfa— S?y-AfflO)Zl>fcra 
-'?XP-y'5AV7 h-yiZs MP 3S,»:lCft«?+l5 
J P EG&if0f^±il#. MP 
EG^i:'Oi!)il®T'®;5<!:LTt.ctl'o t/c. <J-99 
■r-simmit. ± 

iB(D^>b S V SB^LfcVt^ 

$fz. iJ-99'T^ISm 
It. K/7>X7U:tlcpg^?nf\ 

mXii. P> 

»^lt$gnS5i^. /\-y 

7;l/PVk:”a— Sftx 'J- 

te«;^TL'5i:LTtd:l'o 
[0 0 7 7] (2) ±|BcDI|]5g0Jf5XllCfel'T. Bi^7 

;Ud'iJXL.SO-'tt^7im''JXAlS:. D E 
LT0'«*\ ^Tz. ± 

IBIISSrojf5!8tcfct'Ts S H A <!: LTl'56\ 

«Mii. 0#^ 

5 6 lf'> hT-JB^cb LTl'^*\ fftcDft? 



[0078] { 3 ) ±B(Dmmcommiztsi^Zs 
1 0 3tt. aiSa®Tffi3 2 b'y h<b 

^Se^UT. 6 4t;-'y h^rogL3Sfb7y-trXlf?S^^fi]6 
T5,hLTt'5*\ Ctil!:pg^?;n*L\ iXcDctaicL 
TtctC'o 0 3li. 3 2t;''y h07X-trXlf$B 

t. 2 h<t^ 1 by h-f^sssiciis 

^LT. 6 4by h^OSL»(b7'y-bXlf$B=&^fiELT 
ffiSby hT'os^SlciK^LTtcl: 
i\ Z(Dm-^. »*IHI52 0 6tis 

[0 0 7 9] (4) ±IB<DltSgO)fMlCfeO'T. 

*- K 2 0 2 0 4 (i. SLIEaiBISSP 2 0 2 

^c|B1S^tv^-t^;5SLi^S^ffll'Ta3gf R 2 
LTl'«6\ SL|gt4fiEa5 2 0 4(i. SLiSa^aDtR 2 b 
LT^fiELTt.<i:L\ S/c. B$$18^fiEg|5 1 0 8 . 2 0 
8tt. R1SZJ=R2^ffll'Tll#Slg^^fi)6-rSi:LTt' 
^t}\ ^tz. ttiiliUK 

[0080] (5) iSIEjidi/XxAl OOblCfcl' 
Bg^ibsm 1 7^t. Bi^(bpv7>'y7-iy E n c 
CD^7— S?IB1*g|3 2 1 3 0f 

^[bp>7>'y7-^f E n c c D^mm9-‘SitLzm 
z>Z. 7^-bXlf$8lcJ:»J,7^irti5®iSE(c»^iACr<bL 
Tt.J:l'o ^tz. 0t^(bPV7V'yaEncCK^^?g 
9-^51 tLZ^tit'lz. 7-:SfiB1tai2 1 3lc»$jA?:? 
<bLTt.J:t\ 

[008 1] ^fz. Bi^IbgP 1 1 4St>'ll®^(bg|5 1 1 7 
LTt<fel\ 

(6) ±iBlc,T^-r:^;ST'S5<!:LTt<fcl\ 

itz. 

ba— SiXn^^yZxT^^SbLTtcfcU'L. luiBPVb 
IL — Jf Xp 5 L.*' e ^ 5 7'7'j! 5 i: LT t. 

<fcl\ 

[0 0 8 2] Sfc. huIBP V ba-^XPX 

X uy.\mti99^im^^ p 7 b a — ? y 

7Pyb- (MUiSB) 77 X 
Xs /\-Kt7XXs CD-ROM, MO, DVD, D 
VD-ROM, DVD-RAM, (C 

IB»L/ct,<DbLTtJ:i,\ %tz. cnecOfB^^Wc 
IBSi^tlTl'SBijiBP > ba-X Xp XX AX(S huIB 7 
XX;l/ffl^7'®5b LTt cfcl\ 

[0 0 8 3] Sfc, 2p:#g0^(d:, HulBPVba-XXPX 
X/xXttBulB7-XX;HI^^, mmJKlIilSiS, JiSlXli 
^SgJi(S0*l, X>X-^^y h7- 

S/c, 

XXXPXPbyX<!:y7iJ<!:^(i;^fcPVba 
-XXXXAT'^aT, milBy^'Jti, ±IBP7ba- 
XXp XX ALIBIS LTfcU, BuiBTT'XPXP-byX 
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[0 0 8 4] tfc. 

BufB7”P ^'5 AXliMIBx'^'-S^n/ffl ^^tulB^-y h^- 
?4*L/cffiop> 

If :i— Sf->X7^AICJ: ‘Jl^Sdf «<!: LTt.J:l', 

[0 0 8 5] 8. mm±(Dmm(D^mii. 
xv>'^;u*«^tiJ;br5tlj:^gs*'e¥jSftiBas««f 
ttj23ga<!: 

S/c. xv’'^;bSff!H!lOlB®^tl 
x'>'^ LT 

rsT\ §gs*\ ffisiciESit^isii-ri.«^(cfijfflt- 

[0086] 

[?gR«03a*] ±iB@W^iitfi)6-rSfc46[c*5g^«. T 
'^■^lUfS^IBIfrs^^^^-rsiB®}*^*:.!:. lulBfi 
13[*'6 LX(S BulB^teE^xv>'^yl/ 

1f -tr X^a.h ^n^ISSEJifi 

->XxA7-^oT. tuIB7<7-bxga*'eSyiBIBS«tt; 

BuiBSItel^^/T^■rz^■bXtl^S^aiLLT^fi)6Lfta 
a,^bZ^7^IX1f$8^GJM■rSi:i:^c<t*J. B5tB7"<7-tz 
sa*’<f"-v u>'>'U7./ic>xs®igHi:^p hp;uc<t-5 
ByiBiB^^ftOiEl1l08i8£E^^T3S 1 iSSE7i-X 
<t, siJfBiB^a[^t:*'M!B7'2-trXga<DIEatt<01i!fiE« 
'n^mimmyx-Xts BuiBiBHiS<*i;B5tB7"^^-bX 
ga<t6'i:t.[ciEStt^^-r5<5:ISiIjnfcli^lc, iu 

iBiB»«ft nfcaSLf b7 <7 -b. xa$fi*'5 7" <7 

nxmm^mmu mKT'7-bx^mt. attjJtifeM 
SB7 -bXtf fsic J: y x5>'5i ;Hf 

X(SSulB7^^-trXtl$SlCcfcy,^?ti5^a^ 

mtt^. 

[0 0 8 7] c:nicj:oT> a®® 

7-:?^-!Bi3iLTL'5a®7-^iaaMc7<7-bx-r 

fi® ic 7 ^ -b xr 5 fc to® lf 46 ^ c: t *' 

7't^o Sfc. fsic. ^?B7-^!Ba®^[C7^-trX-r 
^tctt(Dmm\ sij®it®ic 

L ^ t'® 7\ 7- -? IB«^t;J (C 7 ^ -b X 7'^^ O' <t 

[|2l®®flSm^:S{^] 

[01] 0 1 [is iSiEji«->X7L> 1 0 0® b<*W35:« 
liS.mt LT®ISfiEiiffl'>X7L>3 0Stf3 1 
to 01 (a) ti, /\-V7;l/PVIfa— Si<t7<7'J® 



- K2 06'6«fig5-n§iSSEjiffl->X7Z.3 0®7I-^^ 
01 (b) it, '\'y FtyX^yt. 77U®— 
K2 OSt/^-y K7v>6'e«^^n«lSiiiiffl'>X7A 
3 1 (D9i-m^mto 

[02] 02tt. ISEii«->X7A1 00^miS,t^<J 
-^777gai ost»t'j®-K2o®7n7n^i 
fi)6^7vr7P-y^07'^S„ 

[03] 03tt. 7-2-bXm SL*i(aSlf™b7^' 
-bXlS®®r-7ffiJg=&^-ro 

[04] 04«. tSHjfiffl'>X7/^1 0 0®ftf^^,7-r 
xa-t^-hTta^J. Ittc. y<7iJ®-KtcsB«?ti 
Ti'^mm^m^T-tatm^^m'^Ltiz^cDT&^o 05 
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